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Second Additional Protocol to the Convention on Cybercrime on enhanced

co-operation and disclosure of electronic evidence

Preamble

The member States of the Council of Europe and the other States Parties to the
Convention on Cybercrime (ETS No. 185, hereinafter “the Convention”), opened
for signature in Budapest on 23 November 2001, signatories hereto,

Bearing in mind the reach and impact of the Convention in all regions of the
world;

Recalling that the Convention is already supplemented by the Additional
Protocol concerning the criminalisation of acts of a racist and xenophobic nature
committed through computer systems (ETS No. 189), opened for signature in
Strasbourg on 28 January 2003 (hereinafter “the First Protocol”), as between
Parties to that Protocol;

Taking into account existing Council of Europe treaties on co-operation in
criminal matters as well as other agreements and arrangements on co-operation
in criminal matters between Parties to the Convention;

Having regard also for the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (ETS No. 108) as amended by
its amending Protocol (CETS No. 223), opened for signature in Strasbourg on
10 October 2018, and to which any State may be invited to accede;

Recognising the growing use of information and communication technology,
including internet services, and increasing cybercrime, which is a threat to
democracy and the rule of law and which many States also consider a threat to
human rights;

Also recognising the growing number of victims of cybercrime and the
importance of obtaining justice for those victims;

Recalling that governments have the responsibility to protect society and
individuals against crime not only offline but also online, including through
effective criminal investigations and prosecutions;

Aware that evidence of any criminal offence is increasingly stored in electronic
form on computer systems in foreign, multiple or unknown jurisdictions, and
convinced that additional measures are needed to lawfully obtain such evidence
in order to enable an effective criminal justice response and to uphold the rule of
law;

Recognising the need for increased and more efficient co-operation between
States and the private sector, and that in this context greater clarity or legal
certainty is needed for service providers and other entities regarding the
circumstances in which they may respond to direct requests from criminal justice
authorities in other Parties for the disclosure of electronic data;

Aiming, therefore, to further enhance co-operation on cybercrime and the
collection of evidence in electronic form of any criminal offence for the purpose
of specific criminal investigations or proceedings through additional tools
pertaining to more efficient mutual assistance and other forms of co-operation
between competent authorities; co-operation in emergencies; and direct co-
operation between competent authorities and service providers and other
entities in possession or control of pertinent information;



Convinced that effective cross-border co-operation for criminal justice purposes,
including between public and private sectors, benefits from effective conditions
and safeguards for the protection of human rights and fundamental freedoms;

Recognising that the collection of electronic evidence for criminal investigations
often concerns personal data, and recognising the requirement in many Parties
to protect privacy and personal data in order to meet their constitutional and
international obligations; and

Mindful of the need to ensure that effective criminal justice measures on
cybercrime and the collection of evidence in electronic form are subject to
conditions and safeguards, which shall provide for the adequate protection of
human rights and fundamental freedoms, including rights arising pursuant to
obligations that States have undertaken under applicable international human
rights instruments, such as the 1950 Convention for the Protection of Human
Rights and Fundamental Freedoms (ETS No. 5) of the Council of Europe, the
1966 United Nations International Covenant on Civil and Political Rights, the
1981 African Charter on Human and People’s Rights, the 1969 American
Convention on Human Rights and other international human rights treaties;

Have agreed as follows:
Chapter | —= Common provisions
Article 1 — Purpose
The purpose of this Protocol is to supplement:
a the Convention as between the Parties to this Protocol; and

b the First Protocol as between the Parties to this Protocol that are also Parties to
the First Protocol.

Article 2 — Scope of application

1 Except as otherwise specified herein, the measures described in this Protocol
shall be applied:

a as between Parties to the Convention that are Parties to this Protocol, to
specific criminal investigations or proceedings concerning criminal offences
related to computer systems and data, and to the collection of evidence in
electronic form of a criminal offence; and

b as between Parties to the First Protocol that are Parties to this Protocol, to
specific criminal investigations or proceedings concerning criminal offences
established pursuant to the First Protocol.

2 Each Party shall adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in this Protocol.

Article 3 — Definitions

1 The definitions provided in Articles 1 and 18, paragraph 3, of the Convention
apply to this Protocol.

2 For the purposes of this Protocol, the following additional definitions apply:

a ‘“central authority” means the authority or authorities designated under a mutual
assistance treaty or arrangement on the basis of uniform or reciprocal legislation
in force between the Parties concerned, or, in the absence thereof, the authority
or authorities designated by a Party under Article 27, paragraph 2.a, of the
Convention;



“competent authority” means a judicial, administrative or other law-enforcement
authority that is empowered by domestic law to order, authorise or undertake the
execution of measures under this Protocol for the purpose of collection or
production of evidence with respect to specific criminal investigations or
proceedings;

“‘emergency” means a situation in which there is a significant and imminent risk
to the life or safety of any natural person;

“personal data” means information relating to an identified or identifiable natural
person;

“transferring Party” means the Party transmitting the data in response to a
request or as part of a joint investigation team or, for the purposes of Chapter I,
section 2, a Party in whose territory a transmitting service provider or entity
providing domain name registration services is located.

Article 4 — Language

1

Requests, orders and accompanying information submitted to a Party shall be in
a language acceptable to the requested Party or the Party notified under Article
7, paragraph 5, or be accompanied by a translation into such a language.

Orders under Article 7 and requests under Article 6, and any accompanying
information shall be:

a submitted in a language of the other Party in which the service provider or
entity accepts them under comparable domestic process;

b submitted in another language acceptable to the service provider or entity; or

c accompanied by a translation into one of the languages under paragraphs 2.a
or 2.b.

Chapter Il — Measures for enhanced co-operation

Section 1 — General principles applicable to Chapter I

Article 5 — General principles applicable to Chapter I

1

The Parties shall co-operate in accordance with the provisions of this chapter to
the widest extent possible.

Section 2 of this chapter consists of Articles 6 and 7. It provides for procedures
enhancing direct co-operation with providers and entities in the territory of
another Party. Section 2 applies whether or not there is a mutual assistance
treaty or arrangement on the basis of uniform or reciprocal legislation in force
between the Parties concerned.

Section 3 of this chapter consists of Articles 8 and 9. It provides for procedures
to enhance international co-operation between authorities for the disclosure of
stored computer data. Section 3 applies whether or not there is a mutual
assistance treaty or arrangement on the basis of uniform or reciprocal legislation
in force between the requesting and requested Parties.

Section 4 of this chapter consists of Article 10. It provides for procedures
pertaining to emergency mutual assistance. Section 4 applies whether or not
there is a mutual assistance treaty or arrangement on the basis of uniform or
reciprocal legislation in force between the requesting and requested Parties.

Section 5 of this chapter consists of Articles 11 and 12. Section 5 applies where
there is no mutual assistance treaty or arrangement on the basis of uniform or
reciprocal legislation in force between the requesting and requested Parties. The
provisions of section 5 shall not apply where such treaty or arrangement exists,



except as provided in Article 12, paragraph 7. However, the Parties concerned
may mutually determine to apply the provisions of section 5 in lieu thereof, if the
treaty or arrangement does not prohibit it.

Where, in accordance with the provisions of this Protocol, the requested Party is
permitted to make co-operation conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled, irrespective of whether its
laws place the offence within the same category of offence or denominate the
offence by the same terminology as the requesting Party, if the conduct
underlying the offence for which assistance is sought is a criminal offence under
its laws.

The provisions in this chapter do not restrict co-operation between Parties, or
between Parties and service providers or other entities, through other applicable
agreements, arrangements, practices, or domestic law.

Section 2 — Procedures enhancing direct co-operation with providers and

entities in other Parties

Article 6 — Request for domain name registration information

1

Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities, for the purposes of specific
criminal investigations or proceedings, to issue a request to an entity providing
domain name registration services in the territory of another Party for information
in the entity’s possession or control, for identifying or contacting the registrant of
a domain name.

Each Party shall adopt such legislative and other measures as may be
necessary to permit an entity in its territory to disclose such information in
response to a request under paragraph 1, subject to reasonable conditions
provided by domestic law.

The request under paragraph 1 shall include:

a the date on which the request was issued and the identity and contact details
of the competent authority issuing the request;

b the domain name about which information is sought and a detailed list of the
information sought, including the particular data elements;

C a statement that the request is issued pursuant to this Protocol, that the need
for the information arises because of its relevance to a specific criminal
investigation or proceeding and that the information will only be used for that
specific criminal investigation or proceeding; and

d the time frame within which and the manner in which to disclose the
information and any other special procedural instructions.

If acceptable to the entity, a Party may submit a request under paragraph 1 in
electronic form. Appropriate levels of security and authentication may be
required.

In the event of non-co-operation by an entity described in paragraph 1, a
requesting Party may request that the entity give a reason why it is not
disclosing the information sought. The requesting Party may seek consultation
with the Party in which the entity is located, with a view to determining available
measures to obtain the information.

Each Party shall, at the time of sighature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, or at any other time,



communicate to the Secretary General of the Council of Europe the authority
designated for the purpose of consultation under paragraph 5.

The Secretary General of the Council of Europe shall set up and keep updated a
register of authorities designated by the Parties under paragraph 6. Each Party
shall ensure that the details that it has provided for the register are correct at all
times.

Article 7 — Disclosure of subscriber information

1

Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to issue an order to be
submitted directly to a service provider in the territory of another Party, in order
to obtain the disclosure of specified, stored subscriber information in that service
provider’s possession or control, where the subscriber information is needed for
the issuing Party’s specific criminal investigations or proceedings.

2 a Each Party shall adopt such legislative and other measures as may be

necessary for a service provider in its territory to disclose subscriber
information in response to an order under paragraph 1.

b At the time of signature of this Protocol or when depositing its instrument of
ratification, acceptance or approval, a Party may — with respect to orders
issued to service providers in its territory — make the following declaration:
“The order under Article 7, paragraph 1, must be issued by, or under the
supervision of, a prosecutor or other judicial authority, or otherwise be issued
under independent supervision”.

The order under paragraph 1 shall specify:

a the issuing authority and date issued,;

b a statement that the order is issued pursuant to this Protocol;
¢ the name and address of the service provider(s) to be served,;
d

the offence(s) that is/are the subject of the criminal investigation or
proceeding;

e the authority seeking the specific subscriber information, if not the issuing
authority; and

f a detailed description of the specific subscriber information sought.

The order under paragraph 1 shall be accompanied by the following
supplemental information:

a the domestic legal grounds that empower the authority to issue the order;

b a reference to legal provisions and applicable penalties for the offence being
investigated or prosecuted;

c the contact information of the authority to which the service provider shall
return the subscriber information, from which it can request further
information, or to which it shall otherwise respond;

d the time frame within which and the manner in which to return the subscriber
information;

e whether preservation of the data has already been sought, including the date
of preservation and any applicable reference number;

f any special procedural instructions;



g if applicable, a statement that simultaneous notification has been made
pursuant to paragraph 5; and

h any other information that may assist in obtaining disclosure of the subscriber
information.

a A Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, and at any other time, notify
the Secretary General of the Council of Europe that, when an order is issued
under paragraph 1 to a service provider in its territory, the Party requires, in
every case or in identified circumstances, simultaneous notification of the order,
the supplemental information and a summary of the facts related to the
investigation or proceeding.

b Whether or not a Party requires notification under paragraph 5.a, it may
require the service provider to consult the Party’s authorities in identified
circumstances prior to disclosure.

¢ The authorities notified under paragraph 5.a or consulted under paragraph
5.b may, without undue delay, instruct the service provider not to disclose the
subscriber information if:

i disclosure may prejudice criminal investigations or proceedings in that
Party; or

i conditions or grounds for refusal would apply under Article 25, paragraph
4, and Article 27, paragraph 4, of the Convention had the subscriber
information been sought through mutual assistance.

d The authorities notified under paragraph 5.a or consulted under paragraph
5.b:

i may request additional information from the authority referred to in
paragraph 4.c for the purposes of applying paragraph 5.c and shall not
disclose it to the service provider without that authority’s consent; and

i shall promptly inform the authority referred to in paragraph 4.c if the
service provider has been instructed not to disclose the subscriber
information and give the reasons for doing so.

e A Party shall designate a single authority to receive notification under
paragraph 5.a and perform the actions described in paragraphs 5.b, 5.c and
5.d. The Party shall, at the time when notification to the Secretary General of
the Council of Europe under paragraph 5.a is first given, communicate to the
Secretary General the contact information of that authority.

f The Secretary General of the Council of Europe shall set up and keep
updated a register of the authorities designated by the Parties pursuant to
paragraph 5.e and whether and under what circumstances they require
notification pursuant to paragraph 5.a. Each Party shall ensure that the
details that it provides for the register are correct at all times.

If acceptable to the service provider, a Party may submit an order under
paragraph 1 and supplemental information under paragraph 4 in electronic form.
A Party may provide notification and additional information under paragraph 5 in
electronic form. Appropriate levels of security and authentication may be
required.

If a service provider informs the authority in paragraph 4.c that it will not disclose
the subscriber information sought, or if it does not disclose subscriber
information in response to the order under paragraph 1 within thirty days of



receipt of the order or the timeframe stipulated in paragraph 4.d, whichever time
period is longer, the competent authorities of the issuing Party may then seek to
enforce the order only via Article 8 or other forms of mutual assistance. Parties
may request that a service provider give a reason for refusing to disclose the
subscriber information sought by the order.

8 A Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, declare that an issuing Party
shall seek disclosure of subscriber information from the service provider before
seeking it under Article 8, unless the issuing Party provides a reasonable
explanation for not having done so.

9 At the time of signature of this Protocol or when depositing its instrument of
ratification, acceptance, or approval, a Party may:

a reserve the right not to apply this article; or

b if disclosure of certain types of access numbers under this article would be
inconsistent with the fundamental principles of its domestic legal system,
reserve the right not to apply this article to such numbers.

Section 3 - Procedures enhancing international co-operation between
authorities for the disclosure of stored computer data

Article 8 — Giving effect to orders from another Party for expedited production
of subscriber information and traffic data

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to issue an order to be
submitted as part of a request to another Party for the purpose of compelling a
service provider in the requested Party’s territory to produce specified and
stored

a subscriber information, and
b traffic data

in that service provider’'s possession or control which is needed for the Party’s
specific criminal investigations or proceedings.

2 Each Party shall adopt such legislative and other measures as may be
necessary to give effect to an order under paragraph 1 submitted by a
requesting Party.

3 Inits request, the requesting Party shall submit the order under paragraph 1, the
supporting information and any special procedural instructions to the requested
Party.

a The order shall specify:
i. the issuing authority and the date the order was issued;

ii. a statement that the order is submitted pursuant to this
Protocol;

iii. the name and address of the service provider(s) to be served,

iv. the offence(s) that is/are the subject of the criminal
investigation or proceeding;

v. the authority seeking the information or data, if not the issuing
authority; and



vi. a detailed description of the specific information or data
sought.

b The supporting information, provided for the purpose of assisting the
requested Party to give effect to the order and which shall not be
disclosed to the service provider without the consent of the requesting
Party, shall specify:

i  the domestic legal grounds that empower the authority to issue
the order;

i the legal provisions and applicable penalties for the offence(s)
being investigated or prosecuted;

i the reason why the requesting Party believes that the service
provider is in possession or control of the data;

iv a summary of the facts related to the investigation or proceeding;

v the relevance of the information or data to the investigation or
proceeding;

vi contact information of an authority or authorities that may provide
further information;

vii  whether preservation of the information or data has already been
sought, including the date of preservation and any applicable
reference number; and

viii whether the information has or data have already been sought by
other means, and, if so, in what manner.

¢ The requesting Party may request that the requested Party carry out
special procedural instructions.

A Party may declare at the time of signature of this Protocol or when depositing
its instrument of ratification, acceptance or approval, and at any other time, that
additional supporting information is required to give effect to orders under
paragraph 1.

The requested Party shall accept requests in electronic form. It may require
appropriate levels of security and authentication before accepting the request.

a Therequested Party, from the date of receipt of all the information specified
in paragraphs 3 and 4, shall make reasonable efforts to serve the service
provider within forty-five days, if not sooner, and shall order a return of
requested information or data no later than:

[ twenty days for subscribe information; and
ii forty-five days for traffic data.

b The requested Party shall provide for the transmission of the produced
information or data to the requesting Party without undue delay.

If the requested Party cannot comply with the instructions under paragraph 3.c in
the manner requested, it shall promptly inform the requesting Party, and, if
applicable, specify any conditions under which it could comply, following which
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the requesting Party shall determine whether the request should nevertheless be
executed.

8 The requested Party may refuse to execute a request on the grounds
established in Article 25, paragraph 4, or Article 27, paragraph 4, of the
Convention or may impose conditions it considers necessary to permit execution
of the request. The requested Party may postpone execution of requests for
reasons established under Article 27, paragraph 5, of the Convention. The
requested Party shall notify the requesting Party as soon as practicable of the
refusal, conditions, or postponement. The requested Party shall also notify the
requesting Party of other circumstances that are likely to delay execution of the
request significantly. Article 28, paragraph 2.b, of the Convention shall apply to
this article.

9 a If the requesting Party cannot comply with a condition imposed by the
requested Party under paragraph 8, it shall promptly inform the requested Party.
The requested Party shall then determine if the information or material should
nevertheless be provided.

b If the requesting Party accepts the condition, it shall be bound by it. The
requested Party that supplies information or material subject to such a
condition may require the requesting Party to explain in relation to that
condition the use made of such information or material.

10 Each Party shall, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, communicate to the Secretary
General of the Council of Europe and keep up to date the contact information of
the authorities designated:

a to submit an order under this article; and
b toreceive an order under this article.

11 A Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, declare that it requires that
requests by other Parties under this article be submitted to it by the central
authority of the requesting Party, or by such other authority as mutually
determined between the Parties concerned.

12 The Secretary General of the Council of Europe shall set up and keep updated a
register of authorities designated by the Parties under paragraph 10. Each Party
shall ensure that the details that it has provided for the register are correct at all
times.

13 At the time of signature of this Protocol or when depositing its instrument of
ratification, acceptance, or approval, a Party may reserve the right not to apply
this article to traffic data.

Article 9 — Expedited disclosure of stored computer data in an emergency

1 a Each Party shall adopt such legislative and other measures as may be
necessary, in an emergency, for its point of contact for the 24/7 Network
referenced in Article 35 of the Convention (“point of contact”) to transmit a
request to and receive a request from a point of contact in another Party seeking
immediate assistance in obtaining from a service provider in the territory of that
Party the expedited disclosure of specified, stored computer data in that service
provider’s possession or control, without a request for mutual assistance.
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b A Party may, at the time of signature of this Protocol or when depositing
its instrument of ratification, acceptance or approval, declare that it will
not execute requests under paragraph 1l.a seeking only the disclosure of
subscriber information.

2 Each Party shall adopt such legislative and other measures as may be
necessary to enable, pursuant to paragraph 1:

a its authorities to seek data from a service provider in its territory following
a request under paragraph 1;

b a service provider in its territory to disclose the requested data to its
authorities in response to a request under paragraph 2.a; and

c its authorities to provide the requested data to the requesting Party.
3 The request under paragraph 1 shall specify:

a the competent authority seeking the data and date on which the request
was issued;

b a statement that the request is issued pursuant to this Protocol;

¢ the name and address of the service provider(s) in possession or control
of the data sought;

d the offence(s) that is/are the subject of the criminal investigation or
proceeding and a reference to its legal provisions and applicable
penalties;

e sufficient facts to demonstrate that there is an emergency and how the
data sought relate to it;

f  adetailed description of the data sought;
g any special procedural instructions; and

h any other information that may assist in obtaining disclosure of the
requested data.

4  The requested Party shall accept a request in electronic form. A Party may also
accept a request transmitted orally and may require confirmation in electronic
form. It may require appropriate levels of security and authentication before
accepting the request.

5 A Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, declare that it requires
requesting Parties, following the execution of the request, to submit the request
and any supplemental information transmitted in support thereof, in a format and
through such channel, which may include mutual assistance, as specified by the
requested Party.

6 The requested Party shall inform the requesting Party of its determination on the
request under paragraph 1 on a rapidly expedited basis and, if applicable, shall
specify any conditions under which it would provide the data and any other
forms of co-operation that may be available.

7 a If a requesting Party cannot comply with a condition imposed by the
requested Party under paragraph 6, it shall promptly inform the requested Party.
The requested Party shall then determine whether the information or material
should nevertheless be provided. If the requesting Party accepts the condition, it
shall be bound by it.
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b  The requested Party that supplies information or material subject to such
a condition may require the requesting Party to explain in relation to that
condition the use made of such information or material.

Section 4 — Procedures pertaining to emergency mutual assistance

Article 10 — Emergency mutual assistance

1

Each Party may seek mutual assistance on a rapidly expedited basis where it is
of the view that an emergency exists. A request under this article shall include,
in addition to the other contents required, a description of the facts that
demonstrate that there is an emergency and how the assistance sought relates
to it.

A requested Party shall accept such a request in electronic form. It may require
appropriate levels of security and authentication before accepting the request.

The requested Party may seek, on a rapidly expedited basis, supplemental
information in order to evaluate the request. The requesting Party shall provide
such supplemental information on a rapidly expedited basis.

Once satisfied that an emergency exists and the other requirements for mutual
assistance have been satisfied, the requested Party shall respond to the request
on a rapidly expedited basis.

Each Party shall ensure that a person from its central authority or other
authorities responsible for responding to mutual assistance requests is available
on a twenty-four hour, seven-day-a-week basis for the purpose of responding to
a request under this article.

The central authority or other authorities responsible for mutual assistance of the
requesting and requested Parties may mutually determine that the results of the
execution of a request under this article, or an advance copy thereof, may be
provided to the requesting Party through a channel other than that used for the
request.

Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and requested
Parties, Article 27, paragraphs 2.b and 3 to 8, and Article 28, paragraphs 2 to 4,
of the Convention shall apply to this article.

Where such a treaty or arrangement exists, this article shall be supplemented by
the provisions of such treaty or arrangement unless the Parties concerned
mutually determine to apply any or all of the provisions of the Convention
referred to in paragraph 7 of this article, in lieu thereof.

Each Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, declare that requests may
also be sent directly to its judicial authorities, or through the channels of the
International Criminal Police Organization (INTERPOL) or to its 24/7 point of
contact established under Article 35 of the Convention. In any such cases, a
copy shall be sent at the same time to the central authority of the requested
Party through the central authority of the requesting Party. Where a request is
sent directly to a judicial authority of the requested Party and that authority is not
competent to deal with the request, it shall refer the request to the competent
national authority and inform the requesting Party directly that it has done so.
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Section 5 — Procedures pertaining to international co-operation in the absence

of applicable international agreements

Article 11 — Video conferencing

1

A requesting Party may request, and the requested Party may permit, testimony
and statements to be taken from a withess or expert by video conference. The
requesting Party and the requested Party shall consult in order to facilitate
resolution of any issues that may arise with regard to the execution of the
request, including, as applicable: which Party shall preside; the authorities and
persons that shall be present; whether one or both Parties shall administer
particular oaths, warnings or give instructions to the witness or expert; the
manner of questioning the witness or expert; the manner in which the rights of
the witness or expert shall be duly ensured; the treatment of claims of privilege
or immunity; the treatment of objections to questions or responses; and whether
one or both Parties shall provide translation, interpretation and transcription
services.

a The central authorities of the requested and requesting Parties shall
communicate directly with each other for the purposes of this article. A
requested Party may accept a request in electronic form. It may require
appropriate levels of security and authentication before accepting the request.

b The requested Party shall inform the requesting Party of the reasons for
not executing or for delaying the execution of the request. Article 27,
paragraph 8, of the Convention applies to this article. Without prejudice
to any other condition a requested Party may impose in accordance with
this article, Article 28, paragraphs 2 to 4, of the Convention apply to this
article.

A requested Party providing assistance under this article shall endeavour to
obtain the presence of the person whose testimony or statement is sought.
Where appropriate the requested Party may, to the extent possible under its law,
take the necessary measures to compel a witness or expert to appear in the
requested Party at a set time and location.

The procedures relating to the conduct of the video conference specified by the
requesting Party shall be followed, except where incompatible with the domestic
law of the requested Party. In case of incompatibility, or to the extent that the
procedure has not been specified by the requesting Party, the requested Party
shall apply the procedure under its domestic law unless otherwise mutually
determined by the requesting and requested Parties.

Without prejudice to any jurisdiction under the domestic law of the requesting
Party, where in the course of the video conference, the witness or expert:

a makes an intentionally false statement when the requested Party has, in
accordance with the domestic law of the requested Party, obliged such
person to testify truthfully;

b refuses to testify when the requested Party has, in accordance with the
domestic law of the requested Party, obliged such person to testify; or

¢ commits other misconduct that is prohibited by the domestic law of the
requested Party in the course of such proceedings;

the person shall be sanctionable in the requested Party in the same manner as
if such act had been committed in the course of its domestic proceedings.
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a Unless otherwise mutually determined between the requesting Party and the
requested Party, the requested Party shall bear all costs related to the execution
of a request under this article, except:

i the fees of an expert witness;
ii the costs of translation, interpretation and transcription; and
iii costs of an extraordinary nature.

b If the execution of a request would impose costs of an extraordinary
nature, the requesting Party and the requested Party shall consult each
other in order to determine the conditions under which the request may
be executed.

Where mutually agreed upon by the requesting Party and the requested Party:

a the provisions of this article may be applied for the purposes of carrying
out audio conferences;

b video conferencing technology may be used for purposes, or for
hearings, other than those described in paragraph 1, including for the
purposes of identifying persons or objects.

Where a requested Party chooses to permit the hearing of a suspect or accused
person, it may require particular conditions and safeguards with respect to the
taking of testimony or a statement from, or providing notifications or applying
procedural measures to, such person.

Article 12 — Joint investigation teams and joint investigations

1

By mutual agreement, the competent authorities of two or more Parties may
establish and operate a joint investigation team in their territories to facilitate
criminal investigations or proceedings, where enhanced coordination is deemed
to be of particular utility. The competent authorities shall be determined by the
respective Parties concerned.

The procedures and conditions governing the operation of joint investigation
teams, such as their specific purposes; composition; functions; duration and any
extension periods; location; organisation; terms of gathering, transmitting and
using information or evidence; terms of confidentiality; and terms for the
involvement of the participating authorities of a Party in investigative activities
taking place in another Party's territory, shall be as agreed between those
competent authorities.

A Party may declare at the time of signature of this Protocol or when depositing
its instrument of ratification, acceptance, or approval that its central authority
must be a signatory to or otherwise concur in the agreement establishing the
team.

Those competent and participating authorities shall communicate directly,
except that Parties may mutually determine other appropriate channels of
communication where exceptional circumstances require more central
coordination.

Where investigative measures need to be taken in the territory of one of the
Parties concerned, participating authorities from that Party may request their
own authorities to take those measures without the other Parties having to
submit a request for mutual assistance. Those measures shall be carried out by
that Party’s authorities in its territory under the conditions that apply under
domestic law in a national investigation.
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Use of information or evidence provided by the participating authorities of one
Party to participating authorities of other Parties concerned may be refused or
restricted in the manner set forth in the agreement described in paragraphs 1
and 2. If that agreement does not set forth terms for refusing or restricting use,
the Parties may use the information or evidence provided:

for the purposes for which the agreement has been entered into;

b for detecting, investigating and prosecuting criminal offences other than
those for which the agreement was entered into, subject to the prior
consent of the authorities providing the information or evidence.
However, consent shall not be required where fundamental legal
principles of the Party using the information or evidence require that it
disclose the information or evidence to protect the rights of an accused
person in criminal proceedings. In that case, those authorities shall notify
the authorities that provided the information or evidence without undue
delay; or

c to prevent an emergency. In that case, the participating authorities that
received the information or evidence shall notify without undue delay the
participating authorities that provided the information or evidence, unless
mutually determined otherwise.

In the absence of an agreement described in paragraphs 1 and 2, joint
investigations may be undertaken under mutually agreed terms on a case-by-
case basis. This paragraph applies whether or not there is a mutual assistance
treaty or arrangement on the basis of uniform or reciprocal legislation in force
between the Parties concerned.

Chapter Ill — Conditions and safeguards

Article 13 — Conditions and safeguards

In accordance with Article 15 of the Convention, each Party shall ensure that the
establishment, implementation and application of the powers and procedures
provided for in this Protocol are subject to conditions and safeguards provided
for under its domestic law, which shall provide for the adequate protection of
human rights and liberties.

Article 14 — Protection of personal data

1

Scope

a Except as otherwise provided in paragraphs 1.b and c, each Party shall
process the personal data that it receives under this Protocol in
accordance with paragraphs 2 to 15 of this article.

b If, at the time of receipt of personal data under this Protocol, both the
transferring Party and the receiving Party are mutually bound by an
international agreement establishing a comprehensive framework
between those Parties for the protection of personal data, which is
applicable to the transfer of personal data for the purpose of the
prevention, detection, investigation and prosecution of criminal offences,
and which provides that the processing of personal data under that
agreement complies with the requirements of the data protection
legislation of the Parties concerned, the terms of such agreement shall
apply, for the measures falling within the scope of such agreement, to
personal data received under this Protocol in lieu of paragraphs 2 to 15,
unless otherwise agreed between the Parties concerned.



16

¢ If the transferring Party and the receiving Party are not mutually bound
under an agreement described in paragraph 1.b, they may mutually
determine that the transfer of personal data under this Protocol may take
place on the basis of other agreements or arrangements between the
Parties concerned in lieu of paragraphs 2 to 15.

d Each Party shall consider that the processing of personal data pursuant
to paragraphs 1l.a and 1.b meets the requirements of its personal data
protection legal framework for international transfers of personal data,
and no further authorisation for transfer shall be required under that legal
framework. A Party may only refuse or prevent data transfers to another
Party under this Protocol for reasons of data protection under the
conditions set out in paragraph 15 when paragraph 1.a applies; or under
the terms of an agreement or arrangement referred to in paragraphs 1.b
or ¢, when one of those paragraphs applies.

e Nothing in this article shall prevent a Party from applying stronger
safeguards to the processing by its own authorities of personal data
received under this Protocol.

2 Purpose and use

a The Party that has received personal data shall process them for the
purposes described in Article 2. It shall not further process the personal
data for an incompatible purpose, and it shall not further process the data
when this is not permitted under its domestic legal framework. This
article shall not prejudice the ability of the transferring Party to impose
additional conditions pursuant to this Protocol in a specific case,
however, such conditions shall not include generic data protection
conditions.

b  The receiving Party shall ensure under its domestic legal framework that
personal data sought and processed are relevant to and not excessive in
relation to the purposes of such processing.

3 Quality and integrity

Each Party shall take reasonable steps to ensure that personal data are
maintained with such accuracy and completeness and are as up to date as is
necessary and appropriate for the lawful processing of the personal data, having
regard to the purposes for which they are processed.

4  Sensitive data

Processing by a Party of personal data revealing racial or ethnic origin, political
opinions or religious or other beliefs, or trade union membership; genetic data;
biometric data considered sensitive in view of the risks involved; or personal
data concerning health or sexual life; shall only take place under appropriate
safeguards to guard against the risk of unwarranted prejudicial impact from the
use of such data, in particular against unlawful discrimination.

5 Retention periods

Each Party shall retain the personal data only for as long as necessary and
appropriate in view of the purposes of processing the data pursuant to
paragraph 2. In order to meet this obligation, it shall provide in its domestic legal
framework for specific retention periods or periodic review of the need for further
retention of the data.
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Automated decisions

Decisions producing a significant adverse effect concerning the relevant
interests of the individual to whom the personal data relate may not be based
solely on automated processing of personal data, unless authorised under
domestic law and with appropriate safeguards that include the possibility to
obtain human intervention.

Data security and security incidents

a

Each Party shall ensure that it has in place appropriate technological,
physical and organisational measures for the protection of personal data,
in particular against loss or accidental or unauthorised access,
disclosure, alteration or destruction (“security incident”).

Upon discovery of a security incident in which there is a significant risk of
physical or nonphysical harm to individuals or to the other Party, the
receiving Party shall promptly assess the likelihood and scale thereof
and shall promptly take appropriate action to mitigate such harm. Such
action shall include notification to the transferring authority or, for
purposes of Chapter II, section 2, the authority or authorities designated
pursuant to paragraph 7.c. However, notification may include appropriate
restrictions as to the further transmission of the notification; it may be
delayed or omitted when such notification may endanger national
security, or delayed when such notification may endanger measures to
protect public safety. Such action shall also include notification to the
individual concerned, unless the Party has taken appropriate measures
so that there is no longer a significant risk. Notification to the individual
may be delayed or omitted under the conditions set out in paragraph
12.a.i. The notified Party may request consultation and additional
information concerning the incident and the response thereto.

Each Party shall, at the time of signature of this Protocol or when
depositing its instrument of ratification, acceptance or approval,
communicate to the Secretary General of the Council of Europe the
authority or authorities to be notified under paragraph 7.b for the
purposes of Chapter I, section 2; the information provided may
subsequently be modified.

Maintaining records

Each Party shall maintain records or have other appropriate means to
demonstrate how an individual’s personal data are accessed, used and
disclosed in a specific case.

Onward sharing within a Party

a

When an authority of a Party provides personal data received initially
under this Protocol to another authority of that Party, that other authority
shall process it in accordance with this article, subject to paragraph 9.b.

Notwithstanding paragraph 9.a, a Party that has made a reservation
under Article 17 may provide personal data it has received to its
constituent States or similar territorial entities provided the Party has in
place measures in order that the receiving authorities continue to
effectively protect the data by providing for a level of protection of the
data comparable to that afforded by this article.
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In case of indications of improper implementation of this paragraph, the
transferring Party may request consultation and relevant information
about those indications.

10 Onward transfer to another State or international organisation

a

The receiving Party may transfer the personal data to another State or
international organisation only with the prior authorisation of the
transferring authority or, for purposes of Chapter Il, section 2, the
authority or authorities designated pursuant to paragraph 10.b.

Each Party shall, at the time of signature of this Protocol or when
depositing its instrument of ratification, acceptance or approval,
communicate to the Secretary General of the Council of Europe the
authority or authorities to provide authorisation for purposes of Chapter
I, section 2; the information provided may subsequently be modified.

11 Transparency and notice

a

b

Each Party shall provide notice through the publication of general
notices, or through personal notice to the individual whose personal data
have been collected, with regard to:

i the legal basis for and the purpose(s) of processing;

i any retention or review periods pursuant to paragraph 5, as
applicable;

iii recipients or categories of recipients to whom such data are
disclosed; and

iv access, rectification and redress available.

A Party may subject any personal notice requirement to reasonable
restrictions under its domestic legal framework pursuant to the conditions
set forth in paragraph 12.a.i.

Where the transferring Party's domestic legal framework requires giving
personal notice to the individual whose data have been provided to
another Party, the transferring Party shall take measures so that the
other Party is informed at the time of transfer regarding this requirement
and appropriate contact information. The personal notice shall not be
given if the other Party has requested that the provision of the data be
kept confidential, where the conditions for restrictions as set out in
paragraph 12.a.i apply. Once these restrictions no longer apply and the
personal notice can be provided, the other Party shall take measures so
that the transferring Party is informed. If it has not yet been informed, the
transferring Party is entitled to make requests to the receiving Party
which will inform the transferring Party whether to maintain the
restriction.

12 Access and rectification

a

Each Party shall ensure that any individual, whose personal data have
been received under this Protocol is entitled to seek and obtain, in
accordance with processes established in its domestic legal framework
and without undue delay:

i a written or electronic copy of the documentation kept on that
individual containing the individual's personal data and available
information indicating the legal basis for and purposes of the
processing, retention periods and recipients or categories of
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recipients of the data (“access”), as well as information regarding
available options for redress; provided that access in a particular
case may be subject to the application of proportionate
restrictions permitted under its domestic legal framework,
needed, at the time of adjudication, to protect the rights and
freedoms of others or important objectives of general public
interest and that give due regard to the legitimate interests of the
individual concerned;

i rectification when the individual's personal data are inaccurate or
have been improperly processed; rectification shall include — as
appropriate and reasonable considering the grounds for
rectification and the particular context of processing — correction,
supplementation, erasure or anonymisation, restriction of
processing, or blocking.

b If access or rectification is denied or restricted, the Party shall provide to
the individual, in written form which may be provided electronically,
without undue delay, a response informing that individual of the denial or
restriction. It shall provide the grounds for such denial or restriction and
provide information about available options for redress. Any expense
incurred in obtaining access should be limited to what is reasonable and
not excessive.

Judicial and non-judicial remedies

Each Party shall have in place effective judicial and non-judicial remedies to
provide redress for violations of this article.

Oversight

Each Party shall have in place one or more public authorities that exercise,
alone or cumulatively, independent and effective oversight functions and powers
with respect to the measures set forth in this article. The functions and powers of
these authorities acting alone or cumulatively shall include investigation powers,
the power to act upon complaints and the ability to take corrective action.

Consultation and suspension

A Party may suspend the transfer of personal data to another Party if it has
substantial evidence that the other Party is in systematic or material breach of
the terms of this article or that a material breach is imminent. It shall not suspend
transfers without reasonable notice, and not until after the Parties concerned
have engaged in a reasonable period of consultation without reaching a
resolution. However, a Party may provisionally suspend transfers in the event of
a systematic or material breach that poses a significant and imminent risk to the
life or safety of, or substantial reputational or monetary harm to, a natural
person, in which case it shall notify and commence consultations with the other
Party immediately thereafter. If the consultation has not led to a resolution, the
other Party may reciprocally suspend transfers if it has substantial evidence that
suspension by the suspending Party was contrary to the terms of this paragraph.
The suspending Party shall lift the suspension as soon as the breach justifying
the suspension has been remedied; any reciprocal suspension shall be lifted at
that time. Any personal data transferred prior to suspension shall continue to be
treated in accordance with this Protocol.
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Chapter IV — Final provisions
Article 15 — Effects of this Protocol

1

2

a Article 39, paragraph 2, of the Convention shall apply to this Protocol.

b  With respect to Parties that are members of the European Union, those
Parties may, in their mutual relations, apply European Union law
governing the matters dealt with in this Protocol.

¢ Paragraph 1.b does not affect the full application of this Protocol between
Parties that are members of the European Union and other Parties.

Article 39, paragraph 3, of the Convention shall apply to this Protocol.

Article 16 — Signature and entry into force

1

This Protocol shall be open for signature by Parties to the Convention, which
may express their consent to be bound by either:

a signature without reservation as to ratification, acceptance or approval;
or

b signature subject to ratification, acceptance or approval, followed by
ratification, acceptance or approval.

Instruments of ratification, acceptance or approval shall be deposited with the
Secretary General of the Council of Europe.

This Protocol shall enter into force on the first day of the month following the
expiration of a period of three months after the date on which five Parties to the
Convention have expressed their consent to be bound by this Protocol, in
accordance with the provisions of paragraphs 1 and 2 of this article.

In respect of any Party to the Convention which subsequently expresses its
consent to be bound by this Protocol, this Protocol shall enter into force on the
first day of the month following the expiration of a period of three months after
the date on which the Party has expressed its consent to be bound by this
Protocol, in accordance with the provisions of paragraphs 1 and 2 of this article.

Article 17 — Federal clause

1

A federal State may reserve the right to assume obligations under this Protocol
consistent with its fundamental principles governing the relationship between its
central government and constituent States or other similar territorial entities,
provided that:

a this Protocol shall apply to the central government of the federal State;

b such a reservation shall not affect obligations to provide for the co-
operation sought by other Parties in accordance with the provisions of
Chapter II; and

¢ the provisions of Article 13 shall apply to the federal State’s constituent
States or other similar territorial entities.

Another Party may prevent authorities, providers or entities in its territory from
co-operating in response to a request or order submitted directly by the
constituent State or other similar territorial entity of a federal State that has made
a reservation under paragraph 1, unless that federal State notifies the Secretary
General of the Council of Europe that a constituent State or other similar
territorial entity applies the obligations of this Protocol applicable to that federal
State. The Secretary General of the Council of Europe shall set up and keep
updated a register of such notifications.
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Another Party shall not prevent authorities, providers, or entities in its territory
from co-operating with a constituent State or other similar territorial entity on the
grounds of a reservation under paragraph 1, if an order or request has been
submitted via the central government or a joint investigation team agreement
under Article 12 is entered into with the participation of the central government.
In such situations, the central government shall provide for the fulfiiment of the
applicable obligations of this Protocol, provided that, with respect to the
protection of personal data provided to constituent States or similar territorial
entities, only the terms of Article 14, paragraph 9, or, where applicable, the
terms of an agreement or arrangement described in Article 14, paragraphs 1.b
or 1.c, shall apply.

With regard to the provisions of this Protocol, the application of which comes
under the jurisdiction of constituent States or other similar territorial entities that
are not obliged by the constitutional system of the federation to take legislative
measures, the central government shall inform the competent authorities of such
States of the said provisions with its favourable opinion, encouraging them to
take appropriate action to give them effect.

Article 18 — Territorial application

1

This Protocol shall apply to the territory or territories specified in a declaration
made by a Party under Article 38, paragraphs 1 or 2, of the Convention to the
extent that such declaration has not been withdrawn under Article 38, paragraph
3.

A Party may, at the time of signature of this Protocol or when depositing its
instrument of ratification, acceptance or approval, declare that this Protocol shall
not apply to one or more territories specified in the Party’s declaration under
Article 38, paragraphs 1 and/or 2, of the Convention.

A declaration under paragraph 2 of this article may, in respect of any territory
specified in such declaration, be withdrawn by a notification addressed to the
Secretary General of the Council of Europe. The withdrawal shall become
effective on the first day of the month following the expiration of a period of three
months after the date of receipt of such notification by the Secretary General.

Article 19 — Reservations and declarations

1

By a written notification addressed to the Secretary General of the Council of
Europe, any Party to the Convention may, at the time of signature of this
Protocol or when depositing its instrument of ratification, acceptance or
approval, declare that it avails itself of the reservation(s) provided for in Article 7,
paragraphs 9.a and 9.b, Article 8, paragraph 13, and Article 17 of this Protocol.
No other reservations may be made.

By a written notification addressed to the Secretary General of the Council of
Europe, any Party to the Convention may, at the time of signature of this
Protocol or when depositing its instrument of ratification, acceptance or
approval, make the declaration(s) identified in Article 7, paragraphs 2.b and 8;
Article 8, paragraph 11; Article 9, paragraphs 1.b and 5; Article 10, paragraph 9;
Article 12, paragraph 3; and Article 18, paragraph 2, of this Protocol.

By a written notification addressed to the Secretary General of the Council of
Europe, any Party to the Convention shall make any declaration(s), notifications
or communications identified in Article 7, paragraphs 5.a and 5.e; Article 8,
paragraphs 4, 10.a and 10.b; Article 14, paragraphs 7.c and 10.b; and Article 17,
paragraph 2, of this Protocol according to the terms specified therein.
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Article 20 — Status and withdrawal of reservations

1

A Party that has made a reservation in accordance with Article 19, paragraph 1,
shall withdraw such reservation, in whole or in part, as soon as circumstances
so permit. Such withdrawal shall take effect on the date of receipt of a
notification addressed to the Secretary General of the Council of Europe. If the
notification states that the withdrawal of a reservation is to take effect on a date
specified therein, and such date is later than the date on which the notification is
received by the Secretary General, the withdrawal shall take effect on this later
date.

The Secretary General of the Council of Europe may periodically enquire of
Parties that have made one or more reservations in accordance with Article 19,
paragraph 1, as to the prospects for withdrawing such reservation(s).

Article 21 — Amendments

1

Amendments to this Protocol may be proposed by any Party to this Protocol and
shall be communicated by the Secretary General of the Council of Europe, to the
member States of the Council of Europe and to the Parties and signatories to
the Convention as well as to any State which has been invited to accede to the
Convention.

Any amendment proposed by a Party shall be communicated to the European
Committee on Crime Problems (CDPC), which shall submit to the Committee of
Ministers its opinion on that proposed amendment.

The Committee of Ministers shall consider the proposed amendment and the
opinion submitted by the CDPC and, following consultation with the Parties to
the Convention, may adopt the amendment.

The text of any amendment adopted by the Committee of Ministers in
accordance with paragraph 3 shall be forwarded to the Parties to this Protocol
for acceptance.

Any amendment adopted in accordance with paragraph 3 shall come into force
on the thirtieth day after all Parties to this Protocol have informed the Secretary
General of their acceptance thereof.

Article 22 — Settlement of disputes

Article 45 of the Convention shall apply to this Protocol.

Article 23 — Consultations of the Parties and assessment of implementation

1
2

Article 46 of the Convention shall apply to this Protocol.

Parties shall periodically assess the effective use and implementation of the
provisions of this Protocol. Article 2 of the Cybercrime Convention Committee
Rules of Procedure as revised on 16 October 2020 shall apply mutatis mutandis.
The Parties shall initially review and may modify by consensus the procedures of
that article as they apply to this Protocol five years after the entry into force of
this Protocol.

The review of Article 14 shall commence once ten Parties to the Convention
have expressed their consent to be bound by this Protocol.

Article 24 — Denunciation

1

Any Party may, at any time, denounce this Protocol by means of a notification
addressed to the Secretary General of the Council of Europe.
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2 Such denunciation shall become effective on the first day of the month following
the expiration of a period of three months after the date of receipt of the
notification by the Secretary General.

3 Denunciation of the Convention by a Party to this Protocol constitutes
denunciation of this Protocol.

4 Information or evidence transferred prior to the effective date of denunciation
shall continue to be treated in accordance with this Protocol.

Article 25 — Notification

The Secretary General of the Council of Europe shall notify the member States
of the Council of Europe, the Parties and signatories to the Convention, and any
State which has been invited to accede to the Convention of:

any signature;
b the deposit of any instrument of ratification, acceptance or approval;

c any date of entry into force of this Protocol in accordance with Article 16,
paragraphs 3 and 4;

d any declarations or reservations made in accordance with Article 19 or
withdrawal of reservations made in accordance with Article 20;

e any other act, notification or communication relating to this Protocol.

In witness whereof the undersigned, being duly authorised thereto, have signed this
Protocol.

Done at Strasbourg on the 12th day of May 2022, in English and in French, both
texts being equally authentic, in a single copy which shall be deposited in the
archives of the Council of Europe. The Secretary General of the Council of Europe
shall transmit certified copies to each member State of the Council of Europe, to the
Parties and Signatories to the Convention, and to any State which has been invited
to accede to the Convention.
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Drugi dodatni protokol
uz Konvenciju o visokotehnoloSkom kriminalu

o pojac¢anoj saradniji i otkrivanju elektronskih dokaza

Preambula

Drzave CcClanice Saveta Evrope i druge drzave potpisnice Konvencije o
visokotehnoloSkom kriminalu (ETS br. 185; u daljem tekstu: Konvencija), koja je
otvorena za potpisivanje u Budimpesti 23. novembra 2001, potpisnice ovog
protokola,

Imajuci na umu domet i uticaj Konvencije u svim regionima sveta;

Podsecaju¢i da je Konvencija ve¢ dopunjena Dodatnim protokolom o
inkriminaciji radnji rasisticke i ksenofobiéne prirode ucinjenih preko racunarskih
sistema (ETS br. 189), koji je otvoren za potpisivanje u Strazburu 23. januara 2003.
(u daljem tekstu: Prvi Dodatni protokol), medu stranama ugovornicama tog protokola,

Uzimajuéi u obzir postojeCe ugovore Saveta Evrope o saradnji u krivicnim
stvarima, kao i druge sporazume i ugovore o saradnji u kriviénim stvarima medu
drzavama ugovornicama Konvencije;

Imajuci takode na umu Konvenciju o zastiti lica u odnosu na automatsku
obradu liénih podataka (ETS br. 108), izmenjenu i dopunjenu Protokolom ETS br.
223, koja je otvorena za potpisivanje u Strazburu 10. oktobra 2018. i kojoj svaka
drZzava moZze biti pozvana da pristupi;

UocCavajuéi sve vece koriscenje informacione i komunikacione tehnologije,
ukljuCujuc¢i internet usluge, kao i sve izrazeniji visokotehnoloski kriminal, koji
predstavlja pretnju demokratiji i vladavini prava, i koji mnoge drzave takode smatraju
pretnjom ljudskim pravima;

Uocavajuéi takode sve vedéi broj Zrtava visokotehnoloSkog kriminala i vaznost
ostvarivanja pravde za te Zrtve;

Podsecéajuci da vlade snose odgovornost da zastite drustvo i pojedinca od
kriminala ne samo oflajn nego i onlajn, izmedu ostalog i kroz delotvornu
krivi€nopravnu istragu i gonjenje;

Svesne da se dokazi krivicnih dela sve viSe ¢uvaju u elektronskom obliku na
raCunarskim sistemima u stranim ili nepoznatim jurisdikcijama ili u viSe jurisdikcija
istovremeno, i uverene da su potrebne dodatne mere kako bi se zakonito pribavljali
takvi dokazi da bi se omogucio delotvoran krivicnopravni odgovor i da bi se podrzala
vladavina prava;

Uocavajuéi da postoji potreba za pojaCanom i efikasnijom saradnjom izmedu
drzava i privatnog sektora i da je u tom kontekstu neophodna veca jasnoca ili pravna
sigurnost za pruzaoce usluga i druge subjekte u pogledu okolnosti u kojima oni mogu
odgovoriti na neposredne zahteve krivicnopravnih organa u drugim stranama
ugovornicama da im otkriju elektronske podatke;

Tezedli, stoga, daljem jaCanju saradnje u pogledu visokotehnoloskog kriminala
i prikupljanja dokaza u elektronskom obliku za svako krivicno delo u cilju vodenja
konkretnih krivicnopravnih istraga ili postupaka pomocu dodatnih alata koje
omogucuju delotvornija uzajamna pomo¢ i drugi oblici saradnje medu nadleznim
organima; saradnja u vanrednim situacijama, kao i neposredna saradnja izmedu
nadleznih organa i pruzalaca usluga i drugih subjekata koji poseduju ili kontroliSu
relevantne informacije;
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Uverene da delotvornoj prekograni¢noj saradnji u krivicnopravne svrhe,
uklju€ujuci saradnju izmedu javnog i privatnog sektora, doprinose delotvorni uslovi i
mehanizmi zastite ljudskih prava i osnovnih sloboda;

Uocavajuéi da se prikupljanje elektronskih dokaza za potrebe krivicnopravnih
istraga Cesto odnosi na licne podatke i zahtev mnogih strana ugovornica da se
zastite privatnost i liéni podaci kako bi te strane ugovornice ispunile svoje ustavne i
medunarodne obaveze; i

Svesne potrebe da se osigura da delotvorne krivicnopravne mere u vezi sa
visokotehnoloSkim kriminalom i prikupljanjem dokaza u elektronskom obliku podlezu
uslovima i ograni¢enjima koji obezbeduju dodatnu zastitu ljudskih prava i oshovnih
sloboda, uklju€uju¢i prava koja proistiCu iz obaveza koje su drzave preuzele na
oshovu vazec¢ih medunarodnopravnih instrumenata zastite ljudskih prava, kao $to su
Konvencija za zastitu ljudskih prava i osnovnih sloboda Saveta Evrope, iz 1950,
Medunarodni pakt o gradanskim i politickim pravima Ujedinjenih nacija, iz 1966.
godine, Africka povelja o ljudskim i narodnim pravima, iz 1986, Ameri¢ka konvencija
o ljudskim pravima, iz 1969. i drugi medunarodni ugovori za zastitu ljudskih prava;

Dogovaorile su se o slede¢em:

Glava I: Opste odredbe
Clan1. Svrha
Svrha ovog protokola jeste da dopuni:
a) Konvenciju, Cije su potpishice drzave ugovornice ovog protokola; i

b) Prvi dodatni protokol medu stranama ugovornicama ovog protokola koje
su istovremeno i potpishice Prvog protokola.

Clan 2. Polje primene

1. Osim ako u ovom tekstu nije drugacije utvrdeno, mere opisane u ovom
protokolu primenjuju se:

a) Medu stranama ugovornicama Konvencije koje su potpisnice ovog
protokola, na konkretne krivi¢ne istrage ili postupke koji se odnose na
krivicna dela u vezi s raCunarskim sistemima i podacima, i na prikupljanje
dokaza o krivicnim delima u elektronskom obliku; i

b) Medu stranama ugovornicama Prvog dodatnog protokola koje su
potpisnice ovog protokola, na konkretne krivicne istrage ili postupke koji
se odnose na kriviéna dela utvrdena u skladu sa Prvim protokolom.

2.  Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
izvrSi obaveze utvrdene ovim protokolom.

Clan 3. Definicije

1. Definicije utvrdene u &lanovima 1. i 18, stav 3. Konvencije primenjuju se i u
ovom protokolu.

2. U smislu ovog protokola, primenjuju se sledece dodatne definicije:

a) ,Centralni organ” — oznaCava organ ili organe odredene na osnovu
ugovora o uzajamnoj pomodi ili sporazuma na osnovu jednoobraznog ili
reciprotnog zakonodavstva na snazi medu stranama ugovornicama o
kojima je rec ili, ako takvog organa nema, organ ili organe koje imenuje
strana ugovornica u skladu sa ¢lanom 27. stav 2a) Konvencije;
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b) ,Nadlezni organ” — oznaCava sudski, upravni ili drugi organ zaduzen za
sprovodenje zakona koji je na osnovu unutraSnjeg prava ovlas¢en da
naredi, ovlasti ili sprovede izvr§enje mera prema ovom protokolu za svrhu
prikuplianja ili predoCavanja dokaza u odnosu na konkretne
krivi€nopravne istrage ili postupke;

c) ,Vanredna situacija” — oznaCava situaciju u Kkojoj postoji znatna i
neposredna opasnost po Zivot ili bezbednost bilo kog fiziCkog lica;

d) ,Li¢ni podaci” - oznacava informacije koje se odnose na identifikovano
fiziCko lice ili fizi€ko lice koje se moze identifikovati;

e) ,Strana koja prenosi podatke” - oznaCava stranu koja prenosi podatke u
odgovor na zahtev ili kao deo zajedni¢kog istraznog tima, ili u smislu
Glave II, Odeljak 2. ovog protokola, strana na Cijoj je teritoriji smeSten
pruzalac usluge ili pravno lice koje pruZza uslugu registracije imena
domena.

Clan4. Jezik

1.

Zahtevi, nalozi i prate¢e informacije dostavljaju se strani ugovornici na jeziku
koji je prihvatljiv za stranu kojoj su upuceni ili strani ugovornici koja je
obavesStena u skladu sa ¢lanom 7. stav 5. ili se uz njih prilaZe prevod na takav
jezik.

Nalozi prema ¢lanu 7. i zahtevi prema ¢lanu 6., kao i sve prateCe informacije,
treba da budu:

a) dostavljeni na jeziku druge strane ugovornice u kojoj pruzalac usluge ili
pravno lice prihvata uporedivi domaci postupak;

b) dostavljeni na drugom jeziku koji je prihvatljiv za pruZaoca usluga ili
pravno lice; ili

c) propraéeni prevodom na jedan od jezika iz stava 2. ta€. a) ili b). ovog
¢lana

1.2 Glava ll: Mere za poja¢anu saradnju

Odeljak 1. — Opsta nacela koja se primenjuju na Glavu Il

Clan5. Opsta naéela koja se primenjuju na Glavu Il

1.

Strane ugovornice saraduju u najSirem moguéem obimu u skladu sa
odredbama ove glave.

Odeljak 2. ove glave sastoji se od ¢lanova 6. i 7. U njemu se utvrduju postupci
za jaCanje neposredne saradnje sa pruzaocima usluga i subjektima na teritoriji
druge strane ugovornice. Odeljak 2. primenjuje se bez obzira da li postoji
vazec¢i ugovor ili sporazum o uzajamnoj pomoc¢i na osnovu jednoobraznog ili
recipro€nog prava medu stranama ugovornicama o kojima je rec.

Odeljak 3. ove glave sastoji se od ¢lanova 8. i 9. U njemu su utvrdeni postupci
za jaCanje medunarodne saradnje izmedu organa nadleznih za otkrivanje
saCuvanih raCunarskih podataka. Odeljak 3. primenjuje se bez obzira da li
postoji vazeci ugovor ili sporazum o0 uzajamnoj pomoéi na 0shovu
jednoobraznog ili reciprocnog prava izmedu strane molilje i zamoljene strane.

Odeljak 4. ove glave sastoji se od ¢lana 10. Njime se utvrduju postupci koji se
primenjuju u slu€aju hitne uzajamne pomodéi. Odeljak 4. primenjuje se bez
obzira da li postoji vazeci ugovor ili sporazum o uzajamnoj pomoc¢i na osnovu
jednoobraznog ili recipro¢nog prava izmedu strane molilje i zamoljene strane.
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Odeljak 5. ove glave sastoji se od Clanova 11. i 12. Odeljak 5. primenjuje se
onda kada ne postoji vazeéi ugovor ili sporazum o uzajamnoj pomoéi na
oshovu jednoobraznog ili recipro¢nog prava izmedu strane molilje i zamoljene
strane. Odredbe odeljka 5. ne primenjuju se onda kada takav ugovor ili
sporazum postoji, osim u okolnostima utvrdenim u ¢&lanu 12. stav 7. Medutim,
strane ugovornice o kojima je re¢ mogu uzajamno odluditi da primenjuju
odredbe Odeljka 5. umesto tog ugovora ili sporazuma, ako taj ugovor ili
sporazum to ne zabranjuju.

Ako je, u skladu sa odredbama ovog protokola, zamoljenoj strani dozvoljeno da
saradnju uslovi postojanjem dvostruke kaznjivosti, taj uslov se smatra
ispunjenim, bez obzira da li zakoni zamoljene strane to kriviéno delo svrstavaju
u istu kategoriju krivicnih dela ili ga ozna€avaju istim izrazima kojima ga
oznacCava strana molilja, ako je pona3anje koje €ini osnov krivicnog dela za
koje se trazi uzajamna pomoC oznaCeno kao krivicno delo i po njenim
zakonima.

Odredbe ove glave ne ograniCavaju saradnju izmedu strana ugovornica, niti
izmedu strana ugovornica i pruzalaca usluga ili drugih subjekata, kroz druge
primenljive sporazume, aranZmane, praksu ili delovanje unutradnjeg prava.

Odeljak 2. — Postupci za jacanje neposredne saradnje sa pruzaocima usluga i
subjektima u drugim stranama ugovornicama

Clan 6. - Zahtev za informacije o registraciji naziva domena

1.

Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
ovlasti svoje nadlezne organe da, u svrhu specifiénih krivicnopravnih istraga ili
postupaka, podnesu zahtev da subjekt koji pruza usluge registracije naziva
domena na teritoriji druge strane ugovornice dostavi informacije koje taj subjekt
poseduje ili kontroliSe kako bi se identifikovalo ili kontaktiralo lice na koje je
domen registrovan (registrant naziva domena).

Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
dozvoli subjektu na svojoj teritoriji da otkrije takve informacije u odgovor na
zahtev iz stava 1, koje podlezu razumnim uslovima utvrdenim unutradnjim
pravom.

Zahtev iz stava 1. treba da sadrzi:

a) datum izdavanja, kao i identitet i podatke za kontakt nadleznog organa
koji podnosi zahtev;

b) naziv domena o kome se traze informacije i podroban spisak trazenih
informacija, ukljuCujuci posebne elemente podataka;

C) izjavu da se zahtev podnosi u skladu sa ovim protokolom, da su te
informacije potrebne zbog vaznosti za odredenu krivicnu istragu ili
postupak i da ¢e se te informacije koristiti samo za tu odredenu kriviénu
istragu ili postupak; i

d) rokinacin otkrivanja informacija i druga posebna procesna uputstva.

Ako je to prihvatljivo subjektu, strana ugovornica moze dostaviti zahtev iz stava
1. ovog ¢lana u elektronskom obliku. Moze se zahtevati odgovarajuci nivo
bezbednosti i potvrdivanja autentiCnosti.

Ako subjekt iz stava 1. ovog Clana ne saraduje, strana molilja moze zahtevati
da taj subjekt navede razlog zbog koga ne otkriva trazene informacije. Strana
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molilja moze traziti konsultacije sa stranom u kojoj se subjekt nalazi da bi se
utvrdilo koje su mere na raspolaganju za pribavljanje tih informacija.

Strana ugovornica, prilikom potpisivanja ili prilikom deponovanja instrumenata
o potvrdivanju, prihvatanju ili odobravanju, ili u bilo kom drugom trenutku,
dostavlja Generalnom sekretaru Saveta Evrope naziv organa koji je odreden za
vodenje konsultacija iz stava 5. ovog €lana.

Generalni sekretar Saveta Evrope uspostavlja Registar nadleZnih organa, koje
odrede strane ugovornice saglasno stavu 6. ovog €lana i stara se 0 njegovoj
azurnosti. Strana ugovornica se stara da podaci koje je dostavila za Registar
nadleznih organa uvek budu tacni.

Clan 7.  Otkrivanje podataka o pretplatniku

1.

Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
ovlasti svoje nadlezne organe da izdaju nalog koji se dostavlja neposredno
pruzaocu usluga na teritoriji druge strane ugovornice da otkrije odredene
saCuvane podatke o pretplatniku koje poseduje ili kontroliSe onda kada su ti
podaci neophodni za odredene krivicnopravne istrage ili postupke strane
ugovornice koja je izdala nalog.

a) Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
pruzalac usluga na njenoj teritoriji otkrije podatke o pretplatniku u
odgovor na nalog iz stava 1. ovog ¢lana;

b) Prilikom potpisivanja ili deponovanja instrumenata o potvrdivanju,
prihvatanju ili odobravanju strana ugovornica moze — u odnosu na naloge
izdate pruzaocima usluga na njenoj teritoriji — da sacini sledecu izjavu:
.Nalog iz ¢lana 7. stav 1. Protokola mora izdati tuzilac ili drugi sudski
organ ili taj nalog mora biti izdat pod njegovim nadzorom ili pod nekim
drugim nezavisnim nadzorom”.

Nalog iz stava 1. ovog ¢lana treba da sadrzi:

a) naziv organa koji izdaje nalog i datum izdavanja naloga;
b) izjavu da se nalog izdaje u skladu sa ovim protokolom;
€c) naziviadresu pruzaoca usluga kome se nalog dostavija;
d) krivitno delo koje je predmet krivi€ne istrage ili postupka;

e) naziv organa koji zahteva odredene podatke o pretplatniku ako to nije
organ koji izdaje nalog; i

f)  podroban opis trazenih podataka o pretplatniku.
Uz nalog iz stava 1. ovog ¢lana dostavljaju se sledec¢e dopunske informacije:
a) unutrasnji pravni osnov za ovla$c¢enje organa da izda nalog;

b) zakonske odredbe i zaprecene kazne za delo koje je predmet istrage ili
krivicnog postupka;

c) podaci za kontakt organa kome pruZalac usluge treba da dostavi podatke
o pretplatniku i od koga moze da trazi dodatne informacije ili da mu na
neki drugi nacin odgovori;

d) rokinacin dostavljanja podatataka o pretplatniku;

e) informacije o tome da li je ve¢ trazena zaStita tih podataka, ukljuCujuci
datum zastite i svaki primenljivi referentni broj;
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sva posebna procesna uputstva;

ako je to primenljivo, izjavu o tome da je u skladu sa stavom 5. ovog ¢lana
upuceno istovremeno obavestenje; i

sve druge informacije koje mogu biti od pomoéi za otkrivanje podataka o
pretplatniku.

Strana ugovornica moZe, u vreme potpisivanja ili deponovanja
instrumenata o potvrdivanju, prihvatanju ili odobravanju, i u svakom
drugom trenutku, da obavesti Generalnog sekretara Saveta Evrope da
zahteva da u isto vreme kada je izdat nalog iz stava 1. ovog Clana
pruzaocu usluga na teritoriji strane ugovornice od koje trazi podatke,
bude obavestena o tom nalogu, u svakom pojedinacnom slucaju ili u
utvrdenim okolnostima, kao i da dobije dopunske informacije i saZzetak
Cinjenica koje se odnose na predmetnu istragu ili postupak;

Bez obzira na to da li strana ugovornica zahteva da bude obavestena,
shodno stavu 5. tacka a) ovog &lana, ona moze zahtevati od pruzaoca
usluga da se, pre nego §to otkrije podatke, konsultuje sa njenim
organima u utvrdenim okolnostima;

Organi koji su obavesteni saglasno stavu 5. tatka a) ili konsultovani
saglasno stavu 5. tatka b) ovog ¢lana mogu, bez odlaganja, izdati
uputstvo pruzaocu usluga da ne otkrije podatke o pretplatniku:

i. ako otkrivanje podataka moze ugroziti krivine istrage ili postupke u
toj strani ugovornici; ili

ii. ako mogu da se primene uslovi ili osnovi za odbijanje prema ¢lanu
25. stav 4. i €lanu 27. stav 4. Konvencije ukoliko su podaci o
pretplatniku traZeni preko uzajamne pomoéi.

Organi obavesteni saglasno stavu 5. tacka a) ovog ¢€lana ili konsultovani
saglasno stavu 5. tacka b) ovog ¢lana:

i. mogu zahtevati dodatne informacije od organa iz stava 4. tacka c) u
svrhu primene stava 5. tatka c) ovog ¢lana, a te informacije ne
mogu otkriti pruZzaocu usluga bez saglasnosti tog organa.

ii. bez odlaganja obavestavaju organ iz stavu 4. taCka c¢) ovog Clana
ako je pruzaocu usluga izdato uputstvo da ne otkrije podatke o
pretplatniku i navode razloge za to.

Strana ugovornica odreduje jedinstveni organ koji je odgovoran za prijem
obavestenja iz stava 5. taCka a) i za sprovodenje radnji utvrdenih u stavu
5. ta€. b), c¢) i d). Strana ugovornica kada Generalnom sekretaru Saveta
Evrope prvi put dostavlja obavestenje u skladu sa stavom 5. tacka a),
dostavlja i podatke za kontakt tog organa.

Generalni sekretar Saveta Evrope uspostavlja i odrzava Registar organa,
koje odrede strane ugovornice u skladu sa stavom 5. tacka e) i podatke o
tome da li se i pod kakvim okolnostima zahtevaju obavestenja u skladu
sa stavom 5. tacka a). Strana ugovornica stara se o tome da podaci koje
ona dostavlja za Registar organa budu uvek taéni.

Ako je to prihvatljivo za pruzaoca usluga, strana ugovornica moze dostaviti
nalog iz stava 1. ovog ¢lana i dodatne informacije iz stava 4. ovog ¢lana u
elektronskom obliku. Strana ugovornica moZe uputiti obavestenje i dodatne



30

informacije u skladu sa stavom 5. ovog ¢lana u elektronskom obliku. Mogu se
zahtevati odgovarajuci nivoi bezbednosti i provere autentiCnosti.

7.  Ako pruzalac usluga obavesti organ iz stava 4. tatka c) ovog ¢lana da nece
otkriti trazene podatke o pretplatniku ili ako ne otkrije podatke o pretplatniku u
odgovoru na nalog iz stava 1. ovog €¢lana u roku od 30 dana od dana kada je
primljen nalog ili u roku utvrdenom u stavu 4. tacka d) ovog €&lana, koji god da
je od ta dva roka duzi, nadlezni organi drzave molilie mogu zahtevati da se
izvrSi nalog samo na osnovu ¢lana 8. ovog protokola ili drugih oblika uzajamne
pomoci. Strane ugovornice mogu zahtevati da pruzalac usluga navede razlog
zbog kojeg ne otkriva trazene podatke o pretplatniku koji su predmet naloga.

8.  Strana ugovornica moze, prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, izjaviti da strana koja izdaje nalog
treba da trazi od pruzaoca usluga da otkrije podatke o pretplatniku pre nego Sto
podnese zahtev po ¢lanu 8. ovog protokola, osim ako strana koja izdaje nalog
ne navede razumno objasnjenje zasto to nije ucinila.

9. Prilikom potpisivanja ili deponovanja instrumenata o potvrdivanju, prihvatanju ili
odobravanju, strana ugovornica moze:

a) zadrzati pravo da ovaj ¢lan ne primenjuje; ili

b) zadrzati pravo da ovaj Clan ne primenjuje na odredene vrste pristupnih
brojeva saglasno ovom ¢&lanu ako bi se objavljivanje tih brojeva kosilo sa
osnovnim nacelima njenog unutrasnjeg pravnog sistema.

Odeljak 3. — Postupci za ja¢anje medunarodne saradnje organa nadleznih za
otkrivanje sa€uvanih raéunarskih podataka

Clan 8. Efektuiranje naloga druge strane ugovornice za hitno dostavljanje
podataka o pretplatniku i podataka o saobracaju

1.  Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da svoje
nadlezne organe ovlasti da u sklopu odgovora na zahtev koji je primljen od
druge strane ugovornice izdaju nalog pruzaocu usluga na svojoj teritoriji da
dostavi odredene i saCuvane:

a) podatke o pretplatniku,
b) podatke o saobraéaju

koje taj pruzalac usluga poseduje ili kontroliSe, a koji su potrebni za odredenu
krivicnu istragu ili kriviéni postupak strane molilje.

2. Strana ugovornica donosi zakonodavne i druge mere koje mogu biti neophodne
da se efektuira nalog iz stava 1. ovog ¢lana koji podnese strana molilja.

3. U svome zahtevu strana molilja dostavlja zamoljenoj strani nalog prema stavu
1. ovog Clana, uz pratece informacije i sva posebna procesna uputstva.

a) Nalog treba da sadrzi:
i. naziv organa koji podnosi zahtev i datum podnoSenja zahteva;
ii. izjavu o tome da se nalog dostavlja u skladu sa ovim protokolom;
iii. naziviadresu pruzaoca usluga kome treba uruciti nalog;

iv.  krivicno delo (dela) koje je predmet krivicnopravne istrage ili
postupka;
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V. naziv organa koji trazi informacije ili podatke, ako to nije organ koji
izdaje nalog; i

vi.  podroban opis konkretnih informacija ili podataka koji se traze.

b) Pratece informacije, koje se navode kao pomoé¢ zamoljenoj strani da
efektuira nalog i koje se ne otkrivaju pruzaocu usluga bez saglasnosti
strane molilje treba da sadrze sledece:

i. unutradnji pravni osnov na osnovu koga je organ ovlas¢en da izda
nalog;

ii. zakonske odredbe i primenljive zaprec¢ene kazne za krivicno delo
koje je predmet istrage ili krivicnog postupka;

iii. razlog zbog koga strana molilja veruje da pruzalac usluga poseduje
ili kontroliSe te podatke;

iv.  saZetak Cinjenica koje se odnose na istragu ili postupak;
V. znacaj informacija ili podataka za istragu ili postupak;

vi. podatke za kontakt jednog ili viSe organa koji mogu dostaviti
dopunske informacije;

vii. obaveStenje o0 tome da li je ve¢ trazena zastita informacija ili
podataka, ukljuujuci datum zastite i svaki primenljivi referentni broj;
i

viii. obavestenje o tome da li su te informacije ili podaci vec¢ trazeni na
neki drugi, i koji taéno, nacin.

c) Strana molilja moze zahtevati da zamoljena strana primeni posebna
procesna uputstva.

Strana ugovornica moze prilikom potpisivanja ili deponovanja instrumenta o
potvrdivanju, prihvatanju ili odobravanju, kao i u svakom drugom trenutku, da
izjavi da su potrebne dodatne prate¢e informacije kako bi se efektuirali nalozi iz
stava 1. ovog Clana.

Zamoljena strana prihvata zahteve u elektronskom obliku. Ona moze zahtevati
odgovarajuce nivoe bezbednosti i potvrde autentiCnosti da bi prihvatila zahtev.

a) Zamoljena strana, od dana kada primi sve informacije utvrdene u st. 3. i 4.
ovog Clana ulaze razumne napore da uruéi nalog pruzaocu usluga
najkasnije u roku od 45 dana i nalaZe da se taj nalog izvrSi najkasnije:

i. u roku od 20 dana za podatke o pretplatniku; i
ii. u roku od 45 dana za podatke o saobracaju.

b) Zamoljena strana bez odlaganja obezbeduje da se trazene informacije ili
podaci prenesu strani molilji.

Ako zamoljena strana ne moze da sprovede uputstva iz stava 3.c) ovog Clana
na trazeni nacin, duzna je da o tome bez odlaganja obavesti stranu molilju i da,
ako je to primenljivo, navede uslov ili uslove pod kojima bi mogla da sprovede
ta uputstva, posle Cega strana molilja odreduje da li taj zahtev uprkos tome
treba da bude izvrSen.

Zamoljena strana moze odbiti da izvrSi zahtev na osnovama utvrdenim u ¢lanu
25. stav 4. ili ¢&lanu 27. stav 4. Konvencije, ili moze odrediti uslove koje smatra
nuznima da bi dozvolila da se postupi po zahtevu. Zamoljena strana moze da
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odlozi postupanje po zahtevu iz razloga utvrdenih u Clanu 27. stav 5.
Konvencije. Zamoljena strana, ¢im to bude prakticno moguce, obavestava
stranu molilju o odbijanju, uslovima ili odlaganju. Zamoljena strana takode
obavestava stranu molilju o drugim okolnostima koje ¢e verovatno znatno
odloziti izvrSenje zahteva. Na ovaj ¢lan primenjuje se ¢lan 28. stav 2. tatka b)
Konvencije.

a) Ako strana molilja ne moze da ispuni uslov koji odredi zamoljena strana
prema stavu 8. ovog Clana, ona o tome bez odlaganja obavesStava stranu
molilju. Zamoljena strana potom odreduje da li ipak treba da dostavi
trazene informacije ili materijal.

b) Ako strana molilja prihvati uslov, on za nju postaje obavezujuéi.
Zamoljena strana koja dostavija informacije ili materijal na osnovu
ispunjenja tog uslova moze zahtevati da strana molilja objasni u odnosu
na taj uslov upotrebu tih informacija ili materijala.

Strana ugovornica prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, obavestava Generalnog sekretara
Saveta Evrope i stara se da uvek budu taéni podaci za kontakt organa koji su
ovlasceni za:

a) dostavljanje naloga u skladu sa ovim ¢lanom; i
b) primanje naloga u skladu sa ovim ¢lanom.

Strana ugovornica moze prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, traziti da zahteve drugih strana
ugovornica sacinjene po osnovu ovog Clana uputi organ strane molilje ili drugi
takav organ koji zajednicki odrede zainteresovane strane.

Generalni sekretar Saveta Evrope uspostavlja i odrzava Registar organa, koje
strane ugovornice imenuju saglasno stavu 10. ovog &lana. Strana ugovornica
se stara da podaci koje dostavlja registru budu uvek tacni.

Strana ugovornica prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju moze da zadrzi pravo da ovaj ¢lan ne
primenjuje na podatke o saobracaju.

Clan9. Hitno otkrivanje saéuvanih raéunarskih podataka u vanrednoj

situaciji

a) Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da
njena tacka za kontakt u sklopu Mreze 24/7 iz stava 35. Konvencije
(tatka za kontakt) u vanrednoj situaciji prenese zahtev i primi zahtev od
tactke za kontakt u drugoj strani ugovornici kojim se od nje bez
podnodenja zahteva za uzajamnu pomo¢ trazi da pruzalac usluga na
njenoj teritoriji hitno otkrije odredene saCuvane racunarske podatke koje
poseduije ili kontrolise,

b) Strana ugovornica prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, moze da izjavi da nece
izvrSavati zahteve iz stava 1. taCka a) koji se odnose na otkrivanje
podataka o pretplatniku.

Strana ugovornica donosi zakonodavne i druge mere koje su potrebne da u
skladu sa stavom 1. ovog ¢lana:

a) omoguci svojim organima da traze podatke od pruzaoca usluga na svojoj
teritoriji poSto dobije zahtev iz stava 1. ovog €lana;
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b) omoguc¢i svakom pruzaocu usluga na svojoj teritoriji da otkrije trazene
podatke njenim organima u odgovor na zahtev iz stava 2.tatka a) ovog
¢lana; i

c) omogudi svojim organima da pruze trazene podatke strani molilji.

3. Zahtev iz stava 1. ovog Clana treba da sadrzi:

a) naziv nadleznog organa koji traZi podatke i datum kada je zahtev podnet;

b) izjavu o tome da se zahtev izdaje u skladu sa ovim protokolom;

Cc) naziv i adresu pruZaoca usluga koji poseduje ili kontroliSe traZene
podatke;

d) krivitno delo koje je predmet kriviéne istrage ili postupka i odgovarajucée
zakonske odredbe i zapreéene kazne za to delo;

e) dovoljno Cinjenica koje upucuju na to da je re¢ o vanrednoj situaciji i 0
povezanosti tih podataka sa vanrednom situacijom;

f)  podroban opis trazenih podataka;

g) sva posebna procesna uputstva; i

h) sve ostale informacije koje mogu pomodi u otkrivanju trazenih podataka.

4.  Zamoljena strana prihvata zahtev u elektronskom obliku. Strana ugovornica
moze takode da prihvati zahtev prenet usmenim putem i mozZe zahtevati da se
on potvrdi u elektronskom obliku. Ona moze zahtevati odgovarajucéi nivo
bezbednosti i potvrdu autentiCnosti da bi prihvatila zahtev.

5.  Strana ugovornica prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, moze da izjavi da zahteva da strane
molilie, nakon Sto se izvrSi zahtev, dostave taj zahtev i sve dopunske
informacije koje su poslate uz njega u obliku i kanalima koji mogu obuhvatiti
uzajamnu pomoc¢, kako to odredi zamoljena strana.

6. Zamoljena strana hitno obavestava stranu molilju o svojoj odluci o zahtevu iz
stava 1. ovog €lana i, ako je to primenljivo, odreduje uslove pod kojima ¢e
dostaviti te podatke, kao i sve druge moguce oblike saradnje.

7. a) Ako strana molilja ne moze da ispuni uslov koji zamoljena strana odredi u

skladu sa stavom 6. ovog Clana, ona o tome bez odlaganja obavestava
zamoljenu stranu. Zamoljena strana tada odreduje da li ¢e informacije ili
materijal dostaviti. Ako strana molilja prihvati taj uslov, on za nju postaje
obavezujuci.

b) Zamoljena strana koja dostavlja informacije ili materijal na koje se taj
uslov odnosi moze zahtevati od strane molilje da objasni u odnosu na taj
uslov kako ¢e koristiti te informacije ili materijal.

Odeljak 4. — Postupci koji se odnose na uzajamnu pomoé u vanrednim

situacijama

Clan 10. Uzajamna pomoé¢ u vanrednim situacijama

1.

Strana ugovornica moze traziti uzajamnu pomo¢ na osnovu pojacane hitnosti
ako smatra da postoji vanredna situacija. Zahtev podnet na osnovu ovog ¢lana,
pored ostalih potrebnih sadrzaja, treba da sadrzi i opis Cinjenica koje upucuju
na to da postoji vanredna situacija i u kakvom je odnosu trazena pomo¢ s tom
vanrednom situacijom.
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Zamoljena strana prihvata taj zahtev u elektronskom obliku. Ona moze da
zahteva odgovarajuci nivo bezbednosti i potvrdu autentiCnosti da bi prihvatila
zahtev.

Zamoljena strana moze ftraziti, na oshovu pojacane hitnosti, dopunske
informacije kako bi procenila zahtev. Strana molilja dostavlja te dopunske
informacije na osnovu pojacane hitnosti.

Kada se uveri da postoji vanredna situacija i da su ispunjeni ostali uslovi za
uzajamnu pomoc, zamoljena strana odgovara na zahtev na hitnoj osnovi.

Strana ugovornica obezbeduje da neko lice iz organa koji je nadlezan za to da
odgovori na zahteve za uzajamnu pomo¢ bude dostupno 24 sata, sedam dana
u nedelji kako bi odgovorilo na zahtev podnet u skladu sa ovim ¢lanom.

Centralni organ ili drugi organi nadlezni za uzajamnu pomo¢ u strani molilji i
zamoljenoj strani mogu zajedni¢ki da utvrde da rezultat izvrSenja zahteva
podnetog u skladu sa ovim €lanom, ili prethodni primerak tog zahteva, moze
biti dostavljen strani molilii nekim drugim kanalom, osim onoga kojim je
dostavljen zahtev.

Ako ne postoji vazeéi ugovor ili sporazum o0 uzajamnoj pomoc¢i na osnovu
jednoobraznog i reciproénog prava izmedu strane molilje i zamoljene strane, na
ovaj Clan se primenjuju €lan 27. stav 2. tacka b) i st. 3-8. i Clan 28. st. 2—4.
Konvencije.

Ako takav ugovor ili sporazum o uzajamnoj pomoc¢i postoji, ovaj Clan se
dopunjuje odredbama tog ugovora ili sporazuma, osim ako se strane
ugovornice o kojima je re€¢ uzajamno ne dogovore da umesto njega primenjuju
neku ili sve odredbe Konvencije navedene u stavu 7. ovog ¢lana.

Strana ugovornica, prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, mozZe da izjavi da zahtevi mogu biti
poslati i neposredno njenim sudskim organima ili preko Medunarodne
organizacije kriminalisticke policije (Interpol) ili njenoj tacki za kontakt 24/7, koje
je odredeno na osnovu ¢lana 35. Konvencije. U svakom takvom slucaju
centralni organ strane molilie u isto vreme dostavlja jedan primerak zahteva
centralnom organu zamoljene strane. Ako se zahtev S$alje neposredno
sudskom organu zamoljene strane, a taj organ nije nadleZzan da odlu€uje o tom
zahtevu, on dostavlja zahtev nadleznom nacionalnom organu i o tome
neposredno obavestava stranu molilju.

Odeljak 5. — Postupci koji se primenjuju na medunarodnu saradnju kada ne

postoje vazeé¢i medunarodni sporazumi

Clan 11. Odrzavanje video-konferencije

1.

Strana molilja moze zahtevati, a zamoljena strana moze dozvoliti da svedci ili
vestaci daju iskaze putem video-konferencije. Strana molilja i zamoljena strana
se konsultuju kako bi omogucile da se reSe sva pitanja koja bi mogla iskrsnuti u
vezi sa izvrSenjem tog zahteva, ukljuCujuci, prema okolnostima, sledeca
pitanja: koja strana ugovornica predsedava; koji organi i lica prisustvuju video-
konferenciji; da li jedna ili obe strane vode postupak polaganja zakletve,
izricanja upozorenja ili davanja uputstava svedoku ili veStaku; na koji nagin se
ispituje svedok ili vestak; na koji se nacin obezbeduje da se poStuju prava
svedoka ili veStaka; kako se postupa prema zahtevima ili privilegijama i
imunitetu; kako se postupa prema primedbama na postavljena pitanja ili date
odgovore; da li usluge prevodenja i vodenja stenograma pruzaju jedna ili obe
strane.



35

a) Centralni organi zamoljene strane i strane molille komuniciraju
neposredno za potrebe ovog ¢lana. Zamoljena strana moZe prihvatiti
zahtev u elektronskom obliku. Ona moze zahtevati odgovarajuéi nivo
bezbednosti i potvrdu autenti¢nosti da bi prihvatila taj zahtev.

b) Zamoljena strana obavestava stranu molilju o razlozima zbog kojih zahtev
nije izvrden ili je odloZeno njegovo izvrdenje. Clan 27. stav 8. Konvencije
primenjuje se na ovaj Clan. Ne dovodeci u pitanje nijedan drugi zahtev
koji zamoljena strana moZe postaviti u skladu sa ovim &lanom, &lan 28.
st. 2—-4. Konvencije primenjuje se na ovaj ¢lan.

Zamoljena strana koja pruza pomo¢ po osnovu ovog Clana stara se da
obezbedi prisustvo lica Cije se svedocCenje ili iskaz traze. Tamo gde je to
primereno, zamoljena strana moze, koliko joj to dozvoljava unutradnje pravo,
da preduzme neophodne mere kako bi obavezala svedoka ili vedtaka da se
pojave u zamoljenoj strani u odredeno vreme i na odredenom mestu.

Postupci koji se odnose na organizovanje video-konferencije koju zahteva
strana moliljla primenjuju se u svemu, osim tamo gde se kose sa
zakonodavstvom zamoljene strane. U slu¢aju inkompatibilnosti ili u meri u kojoj
strana molilja nije precizno odredila trazeni postupak, zamoljena strana
primenjuje postupak utvrden u njenom unutrasnjem pravu, osim ako strana
molilja i zamoljena strana zajedni¢ki ne odrede drugacdije.

Ne dovodeéi u pitanje nijednu nadleznost prema unutraSnjem pravu strane
molilje, ako tokom video-konferencije svedok ili vestak:

a) iznese namerno lazan iskaz iako je zamoljena strana, u skladu sa svojim
unutrasnjim pravom, obavezala to lice da istinito svedodi;

b) odbije da svedoli iako je zamoljena strana, u skladu sa svojim
unutrasnjim pravom, obavezala to lice da svedodi; ili

c) pocini u toku tog postupka neko drugo delo koje je zabranjeno
unutradnjim pravom zamoljene strane;

to lice podleze kazni u zamoljenoj strani na isti na¢in na koji bi takvo
postupanje bilo kaznjeno u postupku koji bi se vodio pred domacim sudovima.

a) Ako nije zajednicki drugacije utvrdeno izmedu strane molilje i zamoljene
strane, zamoljena strana snosi sve troSkove u vezi sa izvrSenjem zahteva
po ovom ¢lanu, osim:

i troSkova naknade vestaku;
ii. troSkova prevodenja, tumacenja i vodenja stenograma; i
iii. troSkova vanredne prirode.

b)  Ako bi izvrSenje zahteva donelo troSkove vanredne prirode, strana molilja
i zamoljena strana treba da se konsultuju kako bi utvrdile uslove pod
kojima zahtev moze biti izvrSen.

Kada se tako dogovore strana molilja i zamoljena strana:

a) odredbe ovog €lana mogu biti primenjene za potrebe odrzavanja video-
konferencija;

b) video-konferencijska tehnologija moze da se koristi i za druge potrebe ili
ro€iSta osim onih koji su opisani u stavu 1. ovog €¢lana, uklju€ujuéi svrhu
identifikacije lica ili predmeta.
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Kada zamoljena strana odluCi da dozvoli da se sasluSa osumnjiCeno ili
optuZeno lice, ona moze zahtevati posebne uslove i ograni¢enja u pogledu
uzimanja iskaza ili svedocenja, ili obavestavanje tog lica ili primenu procesnih
mera prema njemu.

Clan 12. Zajedniéki istrazni timovi i zajednicke istrage

1.

Na osnovu uzajamnog sporazuma, nadlezni organi dveju ili viSe strana
ugovornica mogu osnovati zajedniCki istrazni tim na svojim teritorijama i
upravljati tim timom kako bi se olakale krivicne istrage ili postupci onda kada
se smatra da je pojatana saradnja narocito korisna. Nadlezne organe odreduju
strane ugovornice o kojima je rec.

Postupci i uslovi rada zajednickih istraznih timova, kao $to su njihova konkretna
svrha; sastav; funkcije; trajanje aktivnosti i produzetak svakog utvrdenog roka;
lokacija; organizacija; uslovi prikupljanja, prenoSenja i koris¢enja informacija ili
dokaza; uslovi Euvanja poverljivosti; kao i uslovi za u¢eS¢e organa jedne strane
ugovornice u istraznim aktivnostima koje se odvijaju na teritoriji druge strane
ugovornice, predmet su dogovora izmedu tih nadleznih organa.

Prilikom potpisivanja ili deponovanja instrumenata o potvrdivanju, prihvatanju ili
odobravanju strana ugovornica moZze da izjavi da njen centralni organ mora biti
potpisnik ili da mora na neki drugi nacin biti zastupljen u sporazumu o
formiranju istraznog tima.

Nadlezni organi i organi koji ucestvuju u istrazi treba neposredno da
komuniciraju medusobno, osim kada strane ugovornice zajedni¢ki utvrde druge
odgovarajuée kanale za komunikaciju ukoliko izuzetne okolnosti nalazu da
postoji vise centralne koordinacije.

Kada treba preduzeti istraZne radnje na teritoriji jedne od strana ugovornica o
kojima je re€, organi te strane ugovornice koji uestvuju u istrazi mogu
zahtevati od svojih organa da sami preduzmu te mere, bez potrebe da druge
strane ugovornice podnose zahtev za uzajamnu pomoc¢. Te mere sprovode
organi te strane ugovornice na svojoj teritoriji pod uslovima koji se primenjuju
na osnovu unutradnjeg prava u domacoj istrazi.

Koriséenje informacija ili dokaza koje organi jedne strane ugovornice obezbede
organima drugih strana ugovornica moze biti odbijeno ili ograni¢eno na nacin
utvrden u sporazumu opisanom u st. 1. i 2. ovog ¢lana. Ako taj sporazum ne
utvrduje uslove za odbijanje ili ograniavanje koriS¢enja obezbedenih
informacija ili dokaza, strane ugovornice ih mogu koristiti:

a) Zasvrhe u koje je sporazum sklopljen;

b) Za otkrivanje, istrazivanje i gonjenje drugih krivicnih dela osim onih radi
kojih je sporazum skloplien ako za to postoji prethodna saglasnost
organa koji su dostavili te informacije ili dokaze. Saglasnost se ne trazi
onda kada osnovna pravna nacela strane ugovornice koja te informacije
ili dokaze koristi nalazu da ona otkrije informacije ili dokaze kako bi
zastitila prava lica optuzenog u krivicnom postupku. U tom slu€aju ti
organi bez odlaganja obavestavaju organe koji su dostavili informacije ili
dokaze; ili

C) Za spreCavanje pojave vanredne situacije. U tom slu€aju organi koji su
dobili informacije ili dokaze treba bez odlaganja o tome da obaveste
organe koji su dostavili informacije ili dokaze, osim ako nije zajednicki
utvrdeno drugacije.
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Ako nema sporazuma iz st. 1. i 2. ovog Clana, zajedniCke istrage mogu biti
preduzete u skladu sa uslovima o kojima se postigne uzajamni dogovor za
svaki pojedinacni slucaj. Ovaj stav se primenjuje bez obzira da li medu
stranama o kojima je re€ postoji ili ne postoji vazeéi ugovor ili sporazum o
uzajamnoj pomoci na osnovu jednoobraznog ili recipro€nog prava.

Glava Ill = Uslovi i ograni€enja

Clan 13. Uslovi i ograniéenja

U skladu sa ¢lanom 15. Konvencije, strana ugovornica obezbeduje da
uspostavljanje, sprovodenje i primena ovlas¢enja i postupaka navedenih u
ovom protokolu podlezu uslovima i ograniCenjima predvidenim u unutradnjem
pravu, koje mora da omoguci odgovarajuéu zastitu ljudskih prava i sloboda.

Clan 14. Zastita liénih podataka

1.

2.

Oblast primene

a) lzuzev ako nije drugacije utvrdeno u stavu 1. tac. b) i ¢) ovog €lana, strana
ugovornica obraduje licne podatke koje dobija po osnovu ovog protokola
u skladu sa st. 2-15. ovog Clana.

b)  Ako strana koja podatke prenosi i strana koja ih prima imaju u vreme kada
su preneti liéni podaci u skladu sa ovim protokolom uzajamnu obavezu
prema medunarodnom sporazumu kojim se izmedu njih uspostavilja
sveobuhvatni okvir u cilju zastite licnih podataka koji se primenjuje na
prenos liénih podataka da bi se sprecilo otkrivanje istrage i gonjenja
krivicnih dela i koji utvrduje da je obrada licnih podataka prema tom
sporazumu u skladu sa zahtevima koji su utvrdeni u propisima o zastiti
podataka strana ugovornic o kojima je re¢, umesto st. 2-15. ovog Clana
na liéne podatke dobijene po osnovu ovog protokola primenjuju se uslovi
tog sporazuma za mere koje ulaze u polje dejstva tog sporazuma, osim
ako je medu stranama drugacije dogovoreno.

c) Ako strana ugovornica koja prenosi podatke i strana ugovornica koja
prima podatke nisu uzajamno vezane sporazumom iz stava 1. tacka b)
ovog ¢lana, one mogu zajednicki utvrditi da se liéni podaci prema ovom
protokolu mogu prenositi ha osnovu drugih sporazuma ili dogovora
izmedu njih umesto na osnovu st. 2-15. ovog ¢lana.

d) Strana ugovornica treba da smatra da obrada li¢nih podataka u skladu sa
stavom 1. tac. a) i b) ovog ¢lana ispunjava zahteve pravnog okvira koji u
njoj postoji za zastitu licnih podataka kada se ostvaruje medunarodni
prenos li¢nih podataka i ne treba da trazi dodatna ovlascenja za prenos
podataka u skladu s tim pravnim okvirom. Strana ugovornica moze da
odbije ili spreéi prenos podataka drugoj strani ugovornici samo po osnovu
ovog protokola iz razloga zastite podataka pod uslovima utvrdenim u
Clanu 15, stav 1. tatka a); ili pod uslovima sporazuma ili dogovora iz
stava 1. tac. b) ili ¢), kada se primenjuje jedna od tih tataka.

e) Nista u ovom cClanu ne spreCava stranu ugovornicu da primeni stroza
ogranienja u pogledu nacCina na koji njeni organi obraduju licne podatke
dobijene po osnovu ovog protokola.

Svrha i koriséenje

a) Strana ugovornica koja je primila licne podatke (u daljem tekstu: strana
primalac) obraduje te podatke u svrhe opisane u ¢lanu 2. Ona ne mozZe
dalje obradivati licne podatke u svrhe koje nisu kompatibilne, niti ih moze
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dalje obradivati kada to nije dozvoljeno njenim unutrasnjim pravnim
okvirom. Ovim ¢lanom se ne dovodi u pitanje pravo drzave ugovornice
koja prenosi podatke da postavi dodatne uslove u skladu sa ovim
protokolom u nekom konkretnom sluc€aju, s tim $to ti uslovi ne mogu da
obuhvate uslove zastite generickih podataka.

b) Strana primalac obezbeduje u skladu sa svojim unutrasnjim pravnim
okvirom da li¢ni podaci koji se traze i obraduju budu relevantni, a ne
prekomerni u odnosu na svrhu takve obrade.

Kvalitet i integritet podataka

Strana ugovornica preduzme razumne korake da obezbedi da se odrzava
tacnost i potpunost liénih podataka i da oni budu u najveéoj mogucoj meri
azurni i primereni za zakonitu obradu imajuci na umu svrhu u koju se obraduju.

Osetljivi podaci

Licne podatke koji otkrivaju rasno ili etniCko poreklo, politicka miSljenja ili
verska i druga uverenja ili sindikalno ¢lanstvo; genetske podatke; biometrijske
podatke koji se smatraju osetljivima s obzirom na rizike koje to podrazumeva ili
licne podatke koji se ti€u zdravstvenog stanja ili seksualnog zivota moze strana
ugovornica da obraduje samo uz odgovaraju¢a ograni¢enja koja predstavljaju
meru zastite od rizika od nezZeljenog uticaja predrasuda na takve podatke,
posebno zastite od protivpravne diskriminacije.

Rokovi ¢uvanja

Strana ugovornica treba da c¢uva licne podatke samo onoliko koliko je
neophodno i primereno s obzirom na svrhu obrade podataka u skladu sa
stavom 2. ovog Clana. Da bi ispunila tu obavezu, strana ugovornica treba u
svom unutrasnjem pravnom okviru da utvrdi konkretne rokove ¢&uvanja ili
periodiCno preispitivanje potrebe za daljim ¢uvanjem podataka.

Automatizovane odluke

Odluke koje imaju zna€ajno negativno dejstvo na relevantne interese lica na
koje se licni podaci odnose ne mogu biti zasnovane isklju€ivo na automatskoj
obradi licnih podataka, osim ako je to dozvoljeno unutradnjim pravom i ako
postoje odgovarajuée mere zastite koje obuhvataju moguénost ljudske
intervencije.

Bezbednost podataka i incidenti u vezi s bezbednoSéu

a) Strana ugovornica treba da obezbedi da ima vazece primerene
tehnoloske, fizicke i organizacione mere za zastitu licnih podataka,
naroCito za zastitu od gubitka podataka ili slu¢ajnog ili neovlaséenog
pristupa podacima, njihovog otkrivanja, menjanja ili uniStenja ( u daljem
tekstu: ,bezbednosni incident”);

b) Odmah posto otkrije bezbednosni incident u kome postoji znatan rizik od
fiziCkog ili nefizitkog nanoSenja Stete pojedincima ili drugim stranama
ugovornicama, strana primalac treba hitno da proceni verovatno¢u i obim
tog uticaja i da preduzme primerene mere kako bi umanijila Stetu. Ta
radnja obuhvata obavestavanje organa nadleznog za prenos ili, u smislu
Glave IlI, Odeljak 2. ovog protokola, jednog ili viSe organa odredenih
shodno stavu 7. taCka c) ovog Clana. Medutim, obaveStenje moze
sadrzati odgovarajua ograniCenja u pogledu daljeg prenosa tog
obavestenja, i moze biti odloZeno ili izostavljeno onda kada bi samo to
obaves$tenje moglo ugroziti nacionalnu bezbednost ili kada bi takvo
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obavestenje moglo ugroziti mere koje se preduzimaju radi zastite javne
bezbednosti. Ta radnja takode treba da obuhvati obavesStenje lica o kome
je re¢, osim ukoliko strana ugovornica nije preduzela odgovarajuc¢e mere
tako da viSe ne postoji znatan rizik. Obavestenje individualnog lica moze
biti odlozeno ili izostavljeno pod uslovima utvrdenim u stavu 12. tacka a)
podtacka i. Strana ugovornica koja dobije obaveStenje moze zahtevati
konsultacije i dodatne informacije u vezi sa bezbednosnim incidentom i
odgovorom na taj incident;

c) Strana ugovornica prilikom potpisivanja ili prilikom deponovanja
instrumenata o potvrdivanju, prihvatanju ili odobravanju, treba da
obavesti Generalnog sekretara Saveta Evrope o organu ili organima Kkaoji
se obavesStavaju u skladu sa stavom 7. tatka b) ovog C€lana u smislu
Glave Il, Odeljak 2. ovog protokola, a to obaveStenje moZze kasnije biti
izmenjeno.

Vodenje evidencije

Strana ugovornica vodi evidenciju ili korist druge primerene nacine na osnovu
kojih ¢e pokazati kako je pristuplieno licnim podacima pojedinca, kako su oni
koriséeni i kako su otkriveni u konkretnom sluc¢aju.

Dalja podela unutar strane ugovornice

a) Kada neki organ strane ugovornice dostavi licne podatke koji su prvobitno
dobijeni po osnovu ovog protokola drugom organu te iste strane
ugovornice, taj drugi organ te podatke obraduje u skladu sa ovim ¢lanom,
u skladu sa uslovima iz stava 9. tacka b) ovog ¢lana.

b) Bez obzira na stav 9. tatka a) ovog €lana, strana ugovornica koja je
izrazila rezervu prema Clanu 17. moze liCne podatke koje je dobila
dostaviti svojim federalnim drzavama ili slicnim teritorijalnim entitetima
ako da ima vazece mere na osnovu kojih organi koji su primili podatke
nastavljaju da ih delotvorno S§tite obezbedujuéi nivo zastite podataka
uporediv sa nivoom zastite koji pruza ovaj ¢lan.

c) Ako se pojave znaci nepropisne primene ovog Sstava, strana ugovornica
koja vrSi prenos podataka moZe zahtevati konsultacije i relevantne
informacije o tim znacima.

Dalji prenos podataka drugoj drzavi ili medunarodnoj organizaciji

a) Strana ugovornica koja prima podatke liéne podatke moze ih preneti
drugoj drzavi ili medunarodnoj organizaciji samo uz prethodno odobrenje
organa koji te podatke prenosi ili, u smislu Glave Il, Odeljak 2, jednog ili
viSe organa opisanih u stavu 10. tacka b) ovog ¢lana.

b) Strana ugovornica, prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, obaveStava Generalnog
sekretara Saveta Evrope o organu ili organima ovlas¢enim u smislu
Glave I1l, Odeljka 2. ovog Clana; to obaveStenje moze kasnije biti
izmenjeno.

Transparentnost i obavestavanje

a) Strana ugovornica objavijuie opsta obavestenja, ili Salje individualna
obavestenja licu Ciji su licni podaci prikupljeni, u odnosu na:

i) pravni osnov obrade i svrhu obrade,
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i) svaki period Cuvanja ili preispitivanja u skladu sa ¢lanom 5, ako je to
primenljivo,

i) primaoce ili kategorije primalaca kojima se ti podaci otkrivaju; i
iv) mogucnost pristupa, ispravljanja i dostupno pravno sredstvo;

b) Strana ugovornica moze podvrgnuti svaki zahtev za li€no obavestavanje
razumnim ograni¢enjima u skladu sa unutradnjim pravnim okvirom pod
uslovima utvrdenim u stavu 12. tatka a) podtacka i. ovog €lana;

c) Kada unutra$nji pravni okvir strane koja prenosi podatke zahteva da se
posalje licno obavestenje pojedincu ciji su podaci dostavljeni drugoj strani
ugovornici, strana ugovornica koja prenosi podatke preduzima mere kako
bi drugu stranu ugovornicu obavestila 0 tom zahtevu i 0 odgovaraju¢im
podacima za kontakt u vreme prenosa podataka. Li€no obavestenje se
ne dostavlja ako je druga strana ugovornica trazila, u skladu sa uslovima
za ogranicenja utvrdena u stavu 12. tatka a) podtacka i. ovog Clana da
dostavljanje podataka ostaje poverljivo. Kada prestane primena tih
ograni€enja i kada bude moguée uputiti licno obavestenje, druga strana
ugovornica preduzima mere kako bi o tome bila obavestena strana
ugovornica koja prenosi podatke. Ako jo$ nije obavestena, strana

ugovornica koja prenosi podatke ima pravo da podnese zahteve strani
primaocu koja je obavestava da li ograni¢enja ostaju na snazi.

12. Pristup i ispravljanje

a) Strana ugovornica obezbeduje da svako lice €iji su joj podaci prosledeni u
skladu sa ovim protokolom ima pravo da trazi i dobije, u skladu sa
postupcima utvrdenim u unutradnjim pravnim okvirima i bez nepotrebnog
odlaganja:

i. pismenu ili elektronsku kopiju dokumentacije koja se ¢uva o tom
licu i koja sadrzi licne podatke tog lica i dostupne informacije koje
upucuju na pravni osnov i svrhu obrade i Cuvanja tih podataka, kao
i na one koji su te podatke primili ili kategorije primalaca podataka
(u daljem tekstu: ,pristup”), kao i informacije u vezi sa dostupnim
mogucénostima u pogledu dobijanja pravnog zadovoljenja; pod
uslovom da pristup u odredenom slu€aju moze biti predmet
primene srazmernih ograni¢enja dopustenih unutrasnjim pravnim
okvirima, §to je potrebno da bi se u vreme kada se donosi sudska
odluka, zastitila prava i slobode drugih ili vazni ciljevi opSteg javnog
interesa i da bi se obratila duzna paznja na zakonite interese lica o
kojem je re¢;

il. ispravljanje kada su li¢ni podaci netaéni ili kada su nepropisno
obradeni; ispravljanje obuhvata — kako je primereno i razumno u
datoj situaciji s obzirom na osnov za ispravijanje i specifian
kontekst obrade - ispravljanje, dopunu, brisanje ili anonimizaciju,
ogranienje obrade ili blokiranje podataka.

b) Ako je pristup podacima ili ispravljanje podataka uskraceno ili ograni¢eno,
strana ugovornica licu o kome je re€ dostavlja bez odlaganja u pismenom
obliku, moguce je i elektronskim putem, odgovor kojim to lice obaveStava
da mu je pristup uskracen ili ograni€en. Strana ugovornica pritom navodi
osnov za uskracivanje ili ograniCenje i predoCava informacije o
mogucnostima za pravno zadovoljenje. Svi troSkovi dobijanja pristupa
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ograniCeni su na ono Sto predstavlja razuman iznos i ne smeju biti
prekomerni.

Sudska i vansudska pravna sredstva

Strana ugovornica treba da ima delotvorna sudska i vansudska pravna
sredstva kako bi se omogucilo pravno zadovoljenje za povrede ovog Clana.

Nadzor

Strana ugovornica treba da ima jedan ili viSe organa javne vlasti koji
pojedinacno ili zajedni¢ki vrse funkciju nezavisnog i delotvornog nadzora i koji
su ovlasceni za primenu mera utvrdenih u ovom ¢lanu. Funkcije i ovlas¢enja tih
organa koji postupaju pojedinaéno ili zajednicki treba da obuhvate istrazna
ovlas¢enja i ovlascenje za preduzimanje korektivnih radniji.

Konsultacije i suspenzija

Strana ugovornica moze suspendovati prenos li€nih podataka drugoj strani
ugovornici ako ima materijalne dokaze da ta druga strana ugovornica
sistematski ili materijalno krsi uslove utvrdene u ovom ¢lanu ili da neposredno
predstoji takva materijalna povreda odredaba. Strana ugovornica ne moze
suspendovati prenos podataka bez razumnog objasSnjenja i pre nego $to
istekne razuman period konsultacija sa drugom stranom ugovornicom u kojima
nije postignuto reSenje. Medutim, strana ugovornica moze priviemeno
suspendovati prenos podataka u slu¢aju sistematskog ili materijalnog krsenja
odredaba koje donosi znatnu ili materijalnu opasnost po zivot ili bezbednost
fiziCkog lica ili sustinsku opasnost od nanoSenja Stete ugledu ili nov€ane Stete
tom fizickom licu, kada strana ugovornica bez odlaganja Salje obavestenje i
neposredno potom zapocinje konsultacije s drugom stranom ugovornicom. Ako
u razumnom periodu konsultacija ne bude postignuto reSenje, strani ugovornici
koja je primenila meru suspenzije druga strana ugovornica moze recipro¢no
suspendovati prenos podataka ako poseduje materijalne dokaze da je ta mera
bila primenjena u suprotnosti sa uslovima utvrdenim u ovom stavu. Strana koja
je primenila meru suspenzije ukida tu meru &im se ispravi povreda odredaba
zbog koje je mera primenjena; tada se ukida i svaka reciprocna suspenzija. Svi
licni podaci koji su preneti pre suspenzije i dalje se tretiraju u skladu sa ovim
protokolom.

Glava IV: ZavrSne odredbe

Clan 15. Dejstvo ovog protokola

1.

2.

a) Na ovaj protokol se primenjuje ¢lan 39. stav 2. Konvencije.

b)  Strane ugovornice koje su drzave Clanice Evropske unije mogu u svojim
uzajamnim odnosima primenjivati pravo Evropske unije kojim se ureduju
pitanja kojima se bavi ovaj protokol.

c) Stav 1. tacka b) ne utie na punu primenu ovog protokola izmedu ¢lanica
Evropske unije i drugih strana ugovornica.

Clan 39. stav 3. Konvencije primenjuje se na ovaj protokol.

Clan 16. Potpisivanje i stupanje na snagu

1.

Ovaj protokol je otvoren za potpisivanje strana ugovornica Konvencije, koje
mogu izraziti svoj pristanak na obavezivanje na jedan od sledecih nacina:

a) potpisivanjem bez izraZzavanja rezerve u pogledu potvrdivanja, prihvatanja
ili odobravanja; ili
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b) potpisivanjem koje je uslovljeno potvrdivanjem, prihvatanjem ili
odobravanjem, a posle koga sledi potvrdivanje, prihvatanje ili
odobravanije.

Instrumenti o potvrdivanju, prihvatanju ili odobravanju deponuju se kod
Generalnog sekretara Saveta Evrope.

Ovaj protokol stupa na shagu prvog dana u mesecu po isteku perioda od tri
meseca nakon datuma kada je pet strana ugovornica Konvencije izrazilo
saglasnost da budu obavezane ovim protokolom, u skladu sa st. 1. i 2. ovog
Clana.

U odnosu na bilo koju stranu ugovornicu Konvencije koja naknadno izrazi
saglasnost da bude obavezana ovim protokolom ovaj protokol stupa na snagu
prvog dana u mesecu po isteku perioda od tri meseca nakon datuma kada je
strana izrazila saglasnost da bude obavezana ovim protokolom u skladu sa st.
1.i 2. ovog €lana.

Clan 17. Federalna klauzula

1.

Federalna drzava moze zadrzati pravo da preuzme obaveze prema ovom
protokolu u skladu sa osnhovnim nacelima na kojima se zasniva odnos izmedu
njene centralne vlasti i konstitutivnin drzava ili drugih sli¢nih teritorijalnih
jedinica:

a) ako protokol vaZi za centralnu viast federalne drzave;

b) ako takva rezerva ne utiCe na obaveze u pogledu uspostavljanja saradnje

s drugim stranama ugovornicama koje takvu saradnju traze shodno sa odredbama
Glave Il ovog protokola; i

c) ako odredbe Clana 13. vaze za sve konstitutivne drzave ili druge sli¢ne

teritorijalne jedinice federalne drzave.

2.

Druga strana ugovornica moze spreciti vlasti, pruzaoce usluga ili subjekte na
svojoj teritoriji da saraduju na zahtev ili nalog dobijen neposredno od
konstitutivne drzave ili druge sliéne teritorijalne jedinice federalne drzave koja
je, saglasno stavu 1. ovog ¢lana, izrazila rezervu, osim ako ta federalna drzava
ne obavesti Generalnog sekretara Saveta Evrope da sve obaveze ovog
protokola koje je ona preuzela prihvata i svaka njena konstitutivna drzava ili
neka druga sliCna teritorijalna jedinica. Generalni sekretar Saveta Evrope
uspostavlja Registar, u kojem se Cuvaju takva obavestenja i stara se da podaci
u tom registru uvek budu taéni.

Druga strana ugovornica ne moze sprediti vlasti, pruzaoce usluga ili subjekte
na svojoj teritoriji da saraduju sa nekom konstitutivnom drzavom ili drugom
sliécnom teritorijalnom jedinicom na osnovu rezerve izrazene u skladu sa
stavom 1. ovog €lana ako je nalog ili zahtev podnet preko centralne vlasti ili ako
je uz ucCeSce centralne vlasti sklopljen sporazum o formiranju zajednic¢kog
istraznog tima prema €lanu 12. ovog protokola. U takvim situacijama, centralna
vlast stara se o ispunjenju vazecih obaveza prema ovom protokolu ako se kada
je re€ o zastiti licnih podataka dostavljenih konstitutivnim drzavama ili drugim
sli¢nim teritorijalnim jedinicama, primenjuje samo ¢lan 14. stav 9. ili, gde je to
primenljivo, uslovi sporazuma ili dogovora predvideni u ¢lanu 14. stav 1. tac. b)
ili ).

U pogledu odredaba ovog protokola Cija je primena u nadleznosti konstitutivnih
drzava ili drugih sli¢nih teritorijalnih jedinica koje ustavni sistem federacije ne
obavezuje da preduzmu zakonodavnhe mere, centralna viast obaves$tava
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nadlezne organe tih drzava o navedenim odredbama i prilaze svoje pozitivho
misljenje o tim odredbama i podsti¢e nadleZzne organe tih drzava da preduzmu
mere koje su potrebne za sprovodenje tih odredaba.

Clan 18. Teritorijalna primena

1.

Ovaj protokol vazi na teritoriji ili teritorijama koje strana ugovornica naznaci u
skladu sa ¢lanom 38. st. 1. ili 2. Konvencije u meri u kojoj ta izjava nije
povuCena prema C€lanu 38. stav 3. Konvencije.

Strana ugovornica moze, prilikom potpisivanja ili prilikom deponovanja
instrumenta o potvrdivanju, prihvatanju ili odobravanju, da naznadi da se ovaj
protokol ne primenjuje na jednoj ili viSe teritorija havedenih u njenoj izjavi datoj
prema ¢lanu 38. stav. 1. i/ili stav 2. Konvencije.

Izjava data u skladu sa stavom 2. ovog €¢lana moZe se u odnosu nha bilo koju
teritoriju naznaCenu u toj izjavi povu¢i na osnovu obaveStenja upucenog
Generalnom sekretaru Saveta Evrope. To povlacenje proizvodi pravno dejstvo
prvog dana u mesecu po isteku perioda od tri meseca nakon datuma kada je
Generalni sekretar takvo obavestenije primio.

Clan 19. Rezerve i izjave

1.

Strana ugovornica Konvencije moze, prilikom potpisivanja ili deponovanja
instrumenata o potvrdivanju, prihvatanju ili odobravanju, uputiti pismeno
obavesStenje Generalnom sekretaru Saveta Evrope u kojem izjavljuje da koristi
pravo na rezervu utvrdeno u ¢lanu 7. stav 9. ta€. a) i b), ¢lanu 8. stav 13. i
¢lanu 17. ovog protokola. Druge rezerve ne mogu biti izrazene.

Strana ugovornica moze, prilikom potpisivanja ili deponovanja instrumenata o
potvrdivanju, prihvatanju ili odobravanju, uputiti pismeno obavestenje
Generalnom sekretaru Saveta Evrope u kojem iznosi rezervu utvrdenu u ¢lanu
7. stav 2. tacka b) i stav 8, Clanu 8, stav 11, ¢lanu 9, stav 1. tacka b) i stav 5,
¢lanu 10, stav 9. tacka b), ¢lanu 12, stav 3. i ¢lanu 18. stav 2. ovog protokola.

Pismenim obaveStenjem upuéenim Generalnom sekretaru Saveta Evrope
strana ugovornica Konvencije dostavlja izjavu/e, obavestenja ili saopStenja
utvrdena u Clanu 7, stav 5. ta€. a) i e), ¢lanu 8, stav 4. i stav 10. tac. a) i b),
Clanu 14, stav 7. tacka c) i stav 10. tacka b) kao i ¢lanu 17, stav 2. ovog
protokola, u skladu sa uslovima utvrdenim u tim odredbama.

Clan 20. Status i povlaéenje rezervi

1.

Strana ugovornica koja stavi rezervu u skladu sa ¢lanom 19. stav 1. moze u
celini ili delimiéno da povuée tu rezervu ¢im okolnosti to dozvole. Takvo
povlaenje proizvodi pravno dejstvo od datuma kada je Generalni sekretar
Saveta Evrope primio obavestenje koje mu je o tome upuceno. Ako je u
obavestenju navedeno da poviaCenje rezervi proizvodi pravno dejstvo od
datuma koji je u obavestenju odreden, a taj datum sledi posle datuma kada je
Generalni sekretar primio obavestenje, povlaCenje rezerve proizvodi pravno
dejstvo od tog kasnijeg datuma.

Generalni sekretar Saveta Evrope moze periodi¢no da proverava sa stranama
ugovornicama koje su stavile jednu ili viSe rezervi u skladu sa ¢lanom 19. stav
1. da li postoji moguénost da povuku tu rezervu(e).

Clan 21. Izmene

1.

Izmene ovog protokola moze da predloZi svaka strana ugovornica ovog
protokola, a Generalni sekretar Saveta Evrope o tim predlozima obaves$tava
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drzave Clanice Saveta Evrope i strane ugovornice i potpisnice Konvencije, kao i
svaku drzavu koja je pozvana da pristupi Konvenciji.

Svaka izmena koju neka strana ugovornica predlozi dostavlja se Evropskom
komitetu za probleme kriminala (CDPC), koji svoje misljenje o predlozenoj
izmeni dostavlja Komitetu ministara.

Komitet ministara razmatra predloZzenu izmenu i misljenje koje mu podnese
CDPC i nakon konsultacija sa stranama ugovornicama Konvencije mozZe da
usvoji tu izmenu.

Tekst svake izmene koju usvoji Komitet ministara u skladu sa stavom 3. ovog
¢lana dostavlja se stranama ugovornicama ovog protokola na prihvatanje.

Svaka izmena usvojena u skladu sa stavom 3. ovog €lana stupa na shagu
tridesetog dana od dana kada sve strane ugovornice ovog protokola obaveste
Generalnog sekretara da su izmenu prihvatile.

Clan 22. Resavanje sporova

N PO

Clan 45. Konvencije primenjuje se na ovaj protokol.

lan 23. Konsultacije strana ugovornica i ocena sprovodenja

Clan 46. Konvencije primenjuje se na ovaj protokol.

Strane ugovornice periodi€no ocenjuju efektivnu primenu i sprovodenje
odredaba ovog protokola. Clan 2. Poslovnika Komiteta Konvencije o
visokotehnoloSkom kriminalu u tekstu revidiranom 16. oktobra 2020. godine
primenjuje se mutatis mutandis. Strane ugovornice treba da sprovedu pocetno
preispitivanje i postupke utvrdene u tom ¢&lanu koji se primenjuju na ovaj
protokol mogu da menjaju konsenzusom pet godina po stupanju na shagu
ovog protokola.

Preispitivanje ¢lana 14. pocinje onda kada deset strana ugovornica Konvencije
izrazi saglasnost da budu obavezane ovim protokolom.

Clan 24. Otkazivanje

1.

4.

Strana ugovornica moze u bilo kom trenutku da otkaze ovaj protokol tako Sto
Salje obavestenje o tome Generalnom sekretaru Saveta Evrope.

To otkazivanje proizvodi pravno dejstvo prvog dana u mesecu posto istekne
period od tri meseca nakon datuma kada je Generalni sekretar primio
obavestenje.

Ako strana ugovornica otkaze Konvenciju, to predstavlja i otkazivanje ovog
protokola.

Informacije ili dokazi koji su preneti pre dana od koga pocinje pravno dejstvo
otkazivanja i dalje se tretiraju u skladu sa ovim protokolom.

Clan 25. Obavestavanje

Generalni sekretar Saveta Evrope obavestava drzave Clanice Saveta Evrope,
strane ugovornice i potpisnice Konvencije i sve drzave koje su pozvane da
pristupe Konvenciji o:

a) svakom potpisivanju;

b) deponovanju svakog instrumenta o potvrdivanju, prihvatanju ili
odobravanju;
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c) svakom datumu stupanja na snagu ovog protokola u skladu sa ¢lanom 16.
st. 3.1 4;

d) svakoj izjavi ili rezervi stavljenoj u skladu sa ¢lanom 19. ili svakom
povlagenju rezervi u skladu sa ¢lanom 20;

e) svakom drugom postupku, obavestenju ili saopStenju u vezi sa ovim
protokolom.

U potvrdu &ega dole potpisani, za to propisno ovlasceni, potpisuju ovaj
protokol.

Sacinjeno u Strazburu, 12. maja 2022. godine, na engleskom i francuskom
jeziku, pri éemu su oba teksta podjednako verodostojna, u po jednom primerku koji
se deponuje u arhivi Saveta Evrope. Generalni sekretar Saveta Evrope dostavija
overene kopije svakoj drzavi Clanici Saveta Evrope, drzavama koje nisu ¢lanice a
koje su uc€estvovale u izradi ovog protokola, kao i svim drzavama koje su pozvane da
mu pristupe.
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Clan 3.

Ovaj zakon stupa na snagu osmog dana od dana objavljivanja u ,Sluzbenom
glasniku Republike Srbije — Medunarodni ugovori”.
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OBRAZLOZENJE

I. USTAVNI OSNOV ZA DONOSENJE ZAKONA

Ustavni osnov za donoSenje Zakona o potvrdivanju Drugog dodatnog
protokola uz Konvenciju o visokotehnoloskom kriminalu o pojacanoj saradnji i
otkrivanju elektronskinh dokaza sadrzan je u Clanu 99. stav 1. taCka 4. Ustava
Republike Srbije, prema kome je u nadleznosti Narodne skupStine da potvrduje
medunarodne ugovore, kada je zakonom predvidena obaveza njihovog potvrdivanja.

II. RAZLOZI ZA POTVRDIVANJE DRUGOG DODATNOG PROTOKOLA

Konvencija o visokotehnoloS§kom kriminalu, usvojena je u Budimpesti 23.
novembra 2001. godine, a Dodatni protokol uz Konvenciju o visokotehnoloSkom
kriminalu koji se odnosi na inkriminisanje radnji rasistiCke i ksenofobi¢ne prirode
pocinjenih preko racdunarskih sistema, 28. januara 2003. godine, u Strasburu.

Zakonom o ratifikaciji ovih akata Drzavna zajednica Srbija i Crna Gora je
prihvatila niz obaveza koje se odnose na uskladivanje unutrasnjeg pravnog poretka
sa standardima Saveta Evrope u domenu ljudskih prava, demokratije i vladavine
prava.

Potvrdivanjem  Drugog dodatnog  protokola uz  Konvenciju o
visokotehnoloSkom kriminalu o pojaCanoj saradniji i otkrivanju elektronskih dokaza
unapreduje se saradnja sa drzavama Clanicama Saveta Evrope i drugim drzavama
potpisnicama ove konvencije. Osim toga, omogucéuje se delotvornija uzajamna
pomo¢ i drugi oblici saradnje medu nadleznim organima u cilju vodenja konkretnih
kriviCnopravnih istraga ili postupaka pomoc¢u dodatnih alata, kao i saradnja u
vanrednim situacijama.

[ll. OCENA POTREBE FINANSIJSKIH SREDSTAVA ZA SPROVODENjE
ZAKONA

Za sprovodenje ovog zakona nije potrebno obezbediti finansijska sredstva u
budzetu Republike Srbije u 2022. godini.

U narednim godinama eventualni troSkovi vezani za realizaciju aktivnosti iz
Zakona o potvrdivanju Drugog dodatnog protokola uz Konvenciju o
visokotehnoloSkom kriminalu o poja¢anoj saradnji i otkrivanju elektronskih dokaza
planiraée se u okviru limita koji Ministarstvo finansija utvrduje u postupku pripreme i
donosenja Zakona o budzetu Republike Srbije za razdeo Ministarstva pravde.
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